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Chapter 1: Introduction to Titanium

With enhanced social networking security, Trend Micro™ Titanium™ makes it easy for you to
protect yourself and your family. It features:

e Afriendly interface - a snap to install and use
e Simple screens and reports — easy to read and understand
e Set-and-forget security — won’t annoy you with excessive alerts and pop-ups

With three primary versions to choose from and a premium package that extends you
protection on more devices you're sure to find the Internet security you need within your
budget.

e  Trend Micro™ Titanium™ Antivirus+ - our entry-level product provides essential
protection for netbooks, laptops, and entry level computers.

e  Trend Micro™ Titanium™ Internet Security — our midrange product provides advanced
protection with superior performance.

e Trend Micro™ Titanium™ Maximum Security — our high-end product provides all-in-one
security for everything you and your family do online and includes cloud storage and
protection for mobile devices.

e Trend Micro™ Titanium™ Premium Security—our high-end product is enhanced with
more storage in the cloud and protection for five devices for the fully connected family
or small office.

Each edition of Titanium meets the most stringent tests, qualifying it as a leading security
product in each category.

e Stronger protection—Titanium’s core technologies provide state-of-the-art protection
from a wide variety of threats.

e Better performance—With the help of Trend Micro’s revolutionary Smart Scan
technology, which utilizes in-the-cloud reputation services along with an intelligent
client, Titanium scans faster, uses less CPU, and has a smaller footprint in memory and
on disk than competing security products.

e Easier to use—Titanium’s user interface is uncluttered, easy to use, and specifically
designed for the consumer market.

In addition, you are invited to try the products bundled with Titanium, (available variously
with the different editions), to deepen protection for all aspects of your digital life.

e  Titanium™ Internet Security for Mac—Extends your protection to the Macintosh,
compatible with Mountain Lion OS.

e  Mobile Security—Extends your protection to mobile devices, including Android and iOS.

e  Online Guardian—Secures your family’s internet use with enhanced monitoring and
protection for your children.

e DirectPass™—Provides secure password management across all your devices.

e SafeSync™—Provides sync and backup to the cloud for all your devices.
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Available from the Windows App Store

Micro™ SafeGuard is a secure browser for Windows 8 that has security technology built
rightin. It provides you with a safer browsing experience by including safe search
results ratings, social networking security, and more. Browse the web without worry
with Trend Micro SafeGuard.

Trend Micro™ Security Center delivers current information about malware outbreaks in
your area, offering insights into dangerous websites and malicious file downloads to
avoid near you. For Trend Micro™ Titanium™ customers, it also provides up-to date
information about your protection status. Surf the web knowing your protection is
current and what sites to avoid with Trend Micro Security Center.

Trend Micro™ Go Everywhere protects your Windows 8 tablet from loss or theft.
Locate your tablet if lost or stolen with just one click. You can find your missing device
on a worldwide Google map or sound a 1-minute alarm. Wherever you misplaced your
tablet, Trend Micro Go Everywhere has got you covered.
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Key Features of Titanium 2013
Table 1. Titanium 2013 - Key Features

TITANIUM 2013 - Key Features Titanium Titanium Titanium Titanium

Antivirus+ Internet Maximum Premium
Pink shaded areas are new for that edition. Security Security SRy
Premium Security provides more sync/backup
space in the cloud.

Essential Protection
Core AV Protection v v v v
Rootkit Detection and Removal v v v
Rescue Disk v v v v
Web Threat Protection v v v v
Anti-Spam v v v vy
Anti-Phishing v v v vy
Search Results Ratings v v v v
Windows Firewall Booster v v v v
Block Malicious Links in Email and IM v v v 14
Authenticate Wi-Fi Networks and Hotspots v v v v
Social Networking Security v v v v
Data Protection & Privacy
Data Theft Prevention v v vy
Secure Erase v v vy
System Tuner v v v
Facebook Privacy Scanner v v v v
Trend Micro Vault with Remote File Lock v v
DirectPass v 4
SafeSync 5GB 25GB
Family Protection

Parental Controls with App Blocking v v v
Online Guardian v 4
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Table 2. Titanium 2013 - Key Features (Continued)

TITANIUM 2013 - Key Features Titanium Titanium Titanium Titanium

ink shaded for that editi Antivirus+ Internet Maximum Premium
Pin s ade ar?as are r'1ew or that edition. Security Security Security
Premium Security provides more sync/backup
space.

Platform Protection

Trend Micro SafeGuard for Window 8* v v v
Trend Micro Security Center for Windows 8* v v v
Trend Micro Go Everywhere for Windows 8* v v
Mobile Security for Android v v
Seat Options / 1 and 2 year subscriptions 1,3,5,10 1,3,5,10 1,3,5,10 5
*Available from the Windows App Store

System Requirements
Table 3. Trend Micro™ Titanium System Requirements

System Requirements Minimum Specifications

Processor 350 MHz (800 MHz recommended) for the Windows® XP Family
800 MHz (1 GHz recommended) for the Windows Vista® Family
800 MHz (1 GHz recommended) for the Windows® 7 Family

1 GHz for the Windows® 8 Family

Memory 256 MB (512 MB recommended) for the Windows® XP Family
512 MB (1 GB recommended) for the Windows Vista® Family

1 GB for the Windows® 7 Family

1 GB for the Windows® 8 32-bit Family

2 GB for the Windows® 8 64-bit Family

Operating System Windows® XP Family (32-bit only) SP3 or higher
Windows Vista® Family (32 or 64-bit) SP2 or higher
Windows 7® Family (32 or 64-bit)

Windows 8® Family (32 or 64-bit)

Disk Space 500 MB (600 MB recommended)
Other Requirements Specifications
Web browser Microsoft® Internet Explorer® 7.0, 8.0, 9.0, and 10.0

Mozilla® Firefox® 13.0 or previous versions still supported by Mozilla® (not required)
Google Chrome™ 20.0 or previous versions still supported by Google (not required)

Display High-color display with a resolution of 800x480 pixels or higher
PDF Reader Any
Internet Connection Broadband or equivalent high speed connection highly recommended

Note: Trend Micro™ Titanium™ Maximum Security can support RAID 0 (Striping) or RAID 1 (Mirroring)
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Table 4. Trend Micro™ Titanium Internet Security for Mac System Requirements

Operating System

Disk Space
Mac OSX™ version 10.8 “Mountain Lion” Apple™ Macintosh™ 512 VB 400 MB
— - — computer with Intel™ 1GBR ded
Mac OSX™ version 10.7 “Lion processor ecommende

Mac OSX™ version 10.6 “Snow Leopard”

Mac OSX™ version 10.5 “Leopard”

North America - Availability
September 10, 2012

Contacting Trend Micro

Trend Micro Incorporated

10101 North De Anza Blvd.

Cupertino, CA 95014

Tel: (408) 257-1500 or (800) 228-5651

Fax: (408) 257-2003

info@trendmicro.com

www.trendmicro.com

Further information is available at http://us.trendmicro.com/us/about/index.html

Consumer Support Line

(800) 864-6027
Monday - Friday, 5:00AM - 8:00PM Pacific

Free Phone, Email and Chat support

Trend Micro also offers free phone, email, and chat support. For more information, contact
eSupport at:

http://esupport.trendmicro.com/support/consumer/consumerhome.do?locale=en US

You can also contact the Trend Community at:

http://community.trendmicro.com/

Premium Services

Trend Micro provides Titanium users with Premium Services for a wide variety of technical
issues including installation, virus and spyware removal, PC Tune-ups, etc. These services are
offered as a bundle with a purchase of Titanium or as stand-alone and ad-hoc services. For
more information, select ? > Premium Services in the Titanium Console, or go to
http://www.trendmicro.com/us/home/products/support-services/index.html
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Chapter 2: Installing and Activating Trend Micro
Titanium

Trend Micro™ Titanium™ has separate installs for each version of the product:

Trend Micro™ Titanium™ Antivirus+
Trend Micro™ Titanium™ Internet Security

Trend Micro™ Titanium™ Maximum Security

Titanium™ Premium Security simply extends Maximum Security by increasing your sync and
backup storage capacity.

In the examples below we install Titanium Maximum Security, but each version of Titanium
has an identical installation and activation process.

Installing Titanium on Windows 7

To install Titanium on Windows 7 using a Download or a CD:

10

By Download:

1.

Go to http://www.trendmicro.com/us/home/products/titanium/index.html to
download Titanium 2013.

2. Click Free Trial or Buy Now for the edition you wish to download, then follow the
instructions for the free or purchased download.

3.  When the Download page appears, click Save File. The download process begins and
presents a TrendMicro Downloader dialog.

4. Select Save As and navigate to the folder where you’ll put the Downloader, then click
Save.

5.  When the download completes, click Open Folder (in IE), then double-click the
Downloader.

By CD:

6. Insert your Titanium CD. The autorun process launches the installer.

Note: The install process is the same from this point on.

7.

In Windows 7 (and Vista), a User Account Control pop-up dialog appears, asking if you
want to allow the installation program to make changes to the computer.
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%) User Account Control ==

Do you want to allow the following program te make
</ changes to this computer?

MWy Programname  Trend Micro Titanium
L5 Verified publisher: Trend Micro, Inc.
File crigin: Herd drive on this computer

~) Show details Ves

Figure 1. User Account Control

8. Click Yes. The Downloader will complete the download and begin the installation,
unpacking the file and giving you a progress screen.

Trend Micro Titanium Maximum Security

Please wait a few moments for the installation program to extracttne
files needed for installing Trend Micro Titanium Maximum Security on
this computer.

Unpacking the compressed files... (35% complete)

®) e

Figure 2. Titanium - Unpacking Files

9. It will check if your computer meets the minimum system requirements and do a quick
malware scan. When the process completes, a screen appears asking you to Choose
Your Version.

Trend Micro Titanium Maximum Security

Choose Your Version

Type your serial number. if you do not have a serial nUmber, you can buy a new one or select the
trial version.

(@ Paid version
Serial number - = = =
Not sure where to find your serial number?

() Trial version

®ree

Figure 3. Choose Your Version

10. If you're installing a Paid version, enter the serial number provided by Trend Micro on
the CD envelope or inside the confirmation email received after your online purchase.

11. If you're installing a trial version, click the trial version button.

12. Click Next. The License Agreement appears.

11
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12

Trend Micro Titanium Maximum Security =

License Agreement

Trend Micro Titanium Maximum Security is subject to the terms and conditions of the Trend Micro
license agreement below. Please read it carefully.

Trend Micro End User License Agreement
Software: Trend Micro Consumer Products
Version: English/Multi-country

Purpose: Trial and Paid Use Subscription License
Date: June 2012

m

IMPORTANT: THE FOLLOWING AGREEMENT ("AGREEMENT") SETS FORTH THE TERMS
AND CONDITIONS UNDER WHICH TREND MICRO INCORPORATED OR AN AFFILIATE
LICENSOR ("TREND MICRC")IS WILLING TO LICENSE THE “SOFTWARE” AND
ACCOMPANYING “DOC! U

Location:  C\Program

Language: Enalish

[ share threat information with Trend Micro (i)

@ [ pgreeandmstan | [ pioagree |

Figure 4. License Agreement
13. Choose among the following:

o Note the item checked by default at the bottom of the screen: “Share threat
information with Trend Micro.” When new threats attack your computer, this
feature provides threat feedback to the Trend Micro™ Smart Protection Network™,
improving your protection and that of other Trend Micro users. Users are strongly
urged to leave this checked. No personal information is collected. If you do not
wish to share such threat information, uncheck the checkbox.

e Read the License Agreement. (Click Print this page to print it out.) If you agree with
the License Agreement, click Agree and Install.

14. Titanium will begin the installation, copy the necessary files to their proper locations,
enable the components, and activate the program. This will take a few minutes. A
progress indicator will indicate the stages and progress of the install.

Trend Micro Titanium Maximum Security —

Installing...

Fast Yet Powe

New scanning technology keeps you safe
without slowing you down

Initializing the Windows Installer.

@TREND_
P

Figure 5. Progress Indicator

15. When the installation is completed, the wizard will indicate Installation Completed.
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Trend Micro Titanium Maximum Security X

Installation Completed
Your security software now protects you.

To receive the latest news and offers from Trend Micro, please provide your email address.

Email address: | (Optional)

Figure 6. Installation Completed

16. To receive the latest news and offers from Trend Micro, enter your email address and
click Finish. (An email address may also be required for some trials.) The Welcome
screen displays.

Thanks for choosing Trend Micro Titanium Maximum Security X

Do you own a Mac, Android phone, or Android tablet?

Your subscription includes protection for them as well!
Stay safe no matter how you connect to the Internet.

Trend Micro Android Security C G

#U Get Started

[ Ttanium Internet Security for Mac D
5 Get Started

[] Dentt show this page again

Figure 7. Titanium Welcome (Titanium Maximum - Paid Version)

17. The Welcome screen lets you Get Started with Trend Micro Android Security or
Titanium Internet Security for Mac. All you need to do is to click the relevant Get
Started button.

Note: By installing these products, you will be allocating device licenses from your
account. For example: if you purchased a three-device license, you can choose to
allocate one of these licenses to your Windows PC, one to a Mac, and one to an
Android device. Or mix and match to suite your needs. To see how many seats
have been allocated and to what device, please visit MyAccount.

18. Check the checkbox Don’t show this page again if you do not wish to see the Welcome
screen when you load the Titanium Console in the future, then click the Close box in the
upper right corner to close the Welcome screen. The Titanium Console becomes visible.

13
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Protected
' You have access to the latest protection
safety Summary
Security Summary: Qthreats stopped
Subscription: Facebook Privacy Scanner. Scannow
Erpurze on BEI2013 Social Networking Protection: on
Qs | v @i 4

Figure 8. Titanium Maximum Security Console (Paid Version)

19. The features displayed in the Titanium Console again depend upon the edition you have
installed. The Titanium Console shows threats stopped, lets you execute scans, gives you
access to reports, and lets you configure settings, using mouse-clicks from easy-to-use
screens. Shown above is the Console for Titanium Maximum Security 2013 (Paid
Version). See the following chapters for further details on using the Titanium Console.

Installing Titanium on Windows 8

To install Titanium on Windows 8 using a Download or a CD:

Installing Trend Micro Titanium on Windows 8 is as easy as installing it on Windows 7. Simply
follow the instructions below.

Note: For users of Windows 8 smartphones or tablets, “click” instructions below should
be read as “tap.”

il

ﬂ

Figure 9. Windows 8
By Download:

1. Inthe Windows 8 Ul, click the Desktop icon. Windows 8 toggles to the Desktop.

14
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wEL T .

Figure 10. Windows 8 Desktop

2. Go to http://www.trendmicro.com/us/home/products/titanium/index.html to
download Titanium 2013.

3. Click Free Trial or Buy Now for the version you wish to download, then follow the
instructions for the free or purchased download.

4. When the Download page appears, click the relevant Download button. The download
process begins and presents a TrendMicro Downloader dialog.

5. Select Save As and navigate to the folder where you’ll put the Downloader, then click
Save.

6. When the download completes, click Open Folder (in IE), then double-click the
Downloader.

By CD:

7. Insert your Titanium CD. The autorun process launches the installer.

Note: The install process is the same from this point on.

8. The Windows 8 User Account Control pop-up dialog appears, asking if you want to allow
the installation program to make changes to the computer.

&) User Account Control -

75 Doyouwantto allow the following program to make

\ -4 changes to this computer?

#®p  Program name: Trend Micro Titanium
E5l Verified publisher: Trend Micro, Inc.
File origin Hard drive on this computer

(%) show details Yes

Change when these notifications appear

Figure 11. User Account Control

9. Click Yes. The Downloader will complete the download and begin the installation,
unpacking the file and giving you a progress screen.

15
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10.

11.

12.

13.

16

Trend Micro Titanium Maximum Security

Please wait a few moments for the installation program to extracttne
files needed for installing Trend Micro Titanium Maximum Security on
this computer.

Unpacking the compressed files... (35% complete)

®) 1END
Figure 12. Extracting Files

It will then check if your computer meets the minimum system requirements and do a
quick malware scan. When the process completes, a screen appears asking you to
Choose Your Version.

Trend Micro Titanium Maximum Security

Choose Your Version

Type your serial number. if you do not have a serial number, you can buy a new one or select the
trial version.

(@ Paid version
Serial number: |
Not sure where to find your serial number?

() Trial version

@ere

Figure 13. Choose Your Version

If you're installing a paid version, enter the serial number provided by Trend Micro on
your retail box or in your confirmation email.

If you're installing a trial version, click the trial version button, then click Next. The
License Agreement appears.

Trend Micro Titanium Maximum Security =

License Agreement

Trend Micro Titanium Maximum Security is subject to the terms and conditions of the Trend Micro
license agreement below. Please read it carefully.

Trend Micro End User License Agreement
Software: Trend Micro Consumer Products
Version: English/Multi-country

Purpose: Trial and Paid Use Subscription License
Date: June 2012

m

IMPORTANT: THE FOLLOWING AGREEMENT ("AGREEMENT") SETS FORTH THE TERMS

AND CONDITIONS UNDER WHICH TREND MICRO INCORPORATED OR AN AFFILIATE
LICENSOR ("TREND MICRC")IS WILLING TO LICENSE THE “SOFTWARE” AND
ACCOMPANYING “DOCUMENTATION® TO “YOU" AS AN INDIVIDUAL USER OR AN i
Location:  C:\Proaram Files\Trend blicrol (& printthis pace
Language: Enalish

[ share threat information with Trend Micro (i)

@ [ pgreeandmstan | [ pioagree |

Figure 14. License Agreement
Choose among the following:

o Note the item checked by default at the bottom of the screen: “Share threat
information with Trend Micro.” When new threats attack your computer, this
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feature provides threat feedback to the Trend Micro™ Smart Protection Network™,
improving your protection and that of other Trend Micro users. Users are strongly
urged to leave this checked. No personal information is collected. If you do not
wish to share such threat information, uncheck the checkbox.

e Read the License Agreement. (Click Print this page to print it out.) If you agree with
the License Agreement, click Agree and Install.

14. Titanium will begin the installation, copy the necessary files to their proper locations,

15.

16.

enable the components, and activate the program. This will take a few minutes. A
progress indicator will indicate the stages and progress of the install.

Trend Micro Titanium Maximum Security

Installing...

Fast Yet Powerful

New scanning technology keeps you safe
without slowing you down

Initializing the Windows Installer.

@TREND_
WicRO

Figure 15. Progress Indicator

When the installation is completed, the wizard will indicate “Installation Completed.”

Trend Micro Titanium Maximum Security

Installation Completed
Your security software now protects you.

To receive the latest news and offers from Trend Micro, please provide your email address.

Email address: (Optional)

Figure 16. Installation Completed

To receive the latest news and offers from Trend Micro, enter your email address and
click Finish. (An email address may also be required for some Trials.) The Welcome
screen displays.

17
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18

17.

Thanks for choosing Trend Micro Ttanium Maximum Security X

Do you own a Mac, Android phone, or Android tablet?

Your subscription includes protection for them as well!
Stay safe no matter how you connect fo the Internet.

Trend Micro Android Security Q

#U Get Started

(W@ Titanium internet Security for Mac D
= Get Started

[ Dontshowthis page again

Figure 17. Titanium Maximum Security Welcome (Paid Version)

Click the Get Started buttons to get started with the bundled products. (You can always
come back to the Welcome screen later simply by opening the Titanium Console, which
also displays the Welcome screen, unless you’ve chosen to hide it.)

Note: By installing these products, you will be allocating device licenses from your

account. For example: if you purchased a three-device license, you can choose to
allocate one of these licenses to your Windows PC, one to a Mac, and one to an
Android device. Or mix and match to suite your needs. To see how many seats
have been allocated and to what device, please visit MyAccount.

18.

19.

20.

Check the checkbox Don’t show this page again if you wish, then click the Close box in
the upper right corner to close the Welcome screen. The Titanium Console becomes
visible.

Trend Micro Titanium Maximum Security. ?

a = (1] &

=
PCMobile Privacy Family
Protected
J ‘You have access to the |atest protection

Safety Summary

Security Summary Othreats stopped

Subscription: Facebook Privacy Scanner: Scan now
Expires on 6/5/2013

Social Networking Protection: on

Figure 18. Titanium Maximum Security Console

The features displayed in the Titanium Console again depend upon the edition you have
installed. The Titanium Console shows threats stopped, lets you execute scans, gives you
access to reports, and lets you configure settings, using mouse-clicks from easy-to-use
screens. Shown above is the Console for Titanium Maximum Security 2013 (Paid
Version). See the following chapters for further details.

You can access the Titanium Console in Windows 8 Desktop by double-clicking its icon
on the desktop, or selecting Open the Main Console from the System Tray icon/menu.
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o for Prgom Upies
| —
T Mo Accsunt
Ok Sbcrpton
6

Figure 19. Windows 8 Desktop

21. Toggle back to Windows 8 by tapping the Microsoft Menu key on your keyboard, then

scroll to the right to locate the Titanium apps. (Your screen will differ depending upon
how many apps you have loaded.)

Michael o
Miey MR

Quick Note m

Figure 20. Windows 8

22. You can click the Trend Micro Titanium icon to access the Titanium Console. The action
will toggle back to Windows 8 Desktop and launch the Titanium Console.

23. Once you've finished your installation, Titanium provides a popup that says Get More
Protection for Windows 8.

19
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Get More Protection

Your security software includes additional protection for

Windows 8 Metro

®

Don't ask again

¢ TREND. Titanium Maximum S ity

USvi.2

Owd P BN oM

Figure 21. Get More Protection

24. Click Learn More. This launches your browser and takes you to the More Tools web
page, which provides links (among others) to SafeGuard, Security Center, and Go
Everywhere in the Windows App Store. (Click Don’t ask again if you don’t wish to see
this popup in the future. You can always return to the More Tools webpage later by
selecting More Tools in the ? menu in the upper right-hand corner of the Titanium

Console.)

Trend Micro™ Malware Map

®)

‘See where the lstest threats detected by Trend Micro have
‘emerged on a workchvide map.
Coming Soon

Trend Micro™ Go Everywhere

fevice on & map, or sound 3 one-minute.
1o help you find it
Coming Soon

Trend Micro™ SecureGuard

[ i (N

B e

Getthe world's most secure web browser and enjoy ol thet the.
internet has to offer without worr. Builtin cutting edge.
protaction keeps online thrests out of your way.

Coming Soon

Figure 22. More Tools Web Page

25. Click Try Now to try an additional tool, including Windows 8 tools Trend Micro™ Go
Everywhere and Trend Micro™ SafeGuard. Go Everywhere lets you locate a missing
device on a map or sound a one-minute alarm by remote control to help you find it. The
SafeGuard browser provides greater security when browsing in Windows 8, providing
the cutting-edge protection Titanium users have come to enjoy in their browser.

20
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Installing Titanium on an Infected Computer and Cleaning

Up

If Titanium detects malware that’s already present on your computer during the install, you
may need to change a default setting after installation has finished to obtain the best results

for your initial scan and cleanup. Since Titanium chooses a default balance between

detection and false positives for the average user, a computer that is already badly infected
before Titanium is installed may need to do a more aggressive scan for remediation than is
normally required.

To modify Titanium settings for an already-infected computer:

1.

N o v o ~ow

Open the Titanium Console and click PC/Mobile > PC & Internet Security.

PC & Internet Security System Tuner Rescue Disk

€ ®m

AR Android Security ——— Titanium for Mac

Enable protection on your Android ‘! Protect your Mac from viruses, spywars,
[l device 1o block unwanted calls, unsafe and unsafe websites with Tanium for
apps, and wed Mreals. Mac

Get Started

o 7N

Figure 23. Titanium Maximum Security Console

The Protection Settings window appears, with Virus & Spyware Controls > Scan
Preferences selected by default.

& Spywar ) Scan forthreats when opening, saving, or downloading e

- Scan Preferences (] Enable reai-time scanning for compressed fles (like ZIP files)

ams try fo m:

™ checkif progr orized changes to system setings
Scheduled Scans that could threaten yous se

] on portable drives

» Internet & Email Controls
7] Check for suspicious compuler behasor and remave the programs
involved

» Exception Lists
()Recommended (i) (@) Hypersensitive (i)

) Automaticaly delete fies tat show any signs ofa Sreat

) Display a waming afler delecting viruses, spyware. of SuSpicious behavior

Lo J[ comw J[_ mm ]

Figure 24. Change to Hypersensitive

Click the radio button for Hypersensitive.

Check Automatically delete files that show any sign of a threat.

Click Apply to apply your changes.

Click OK to close the Protection Settings window.

Click the Overview tab to return to the main console screen.

21
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Protected

You have access to the Latest protection

safety Summary
Securty Summary ) mreat
Facebook Privacy Scanner Scan now
Social Networking Protecton o0

Figure 25. Scan > Full Scan

8. Select Scan > Full Scan from the Scan popup menu. The Full Scan begins.

Checking the computer...

Scanning for Trojan horse programs...
WORM_AGOBOT ABK

Potential threats found: 0

TREND

Figure 26. Full Scan in Progress
9. If the scan requires a shut down at the end, reboot your computer.

10. If the scan detects a rootkit that can’t be removed using a normal scan, it will prompt
you with a message Additional Cleaning Needed and provide a button in the Scan
Results dialog to download an additional tool, i.e., the Rescue Disk installer.

o

Figure 27. Additional Cleaning Needed

11. Click Get Now to get it. Rescue Disk is also available from the main console. Simply click
the PC/Mobile > Rescue Disk to connect you to the Rescue Disk webpage for
downloading.

22
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Trend Micro Titanium Maximum Security

A =

Overview PCMobile

PC & Internet Security System Tuner Rescue Disk

| M\
1&“]

)

&

4 Android Security Titanium for Mac
Enable protection on your Android ( Protect your Mac from viruses, spyware,
device to block unwanted calls, unsafe and unsafe websites with Titanium for
apps, and web threats Mac | "=

Get Started Get Started

Figure 28. Rescue Disk

12. Instructions for using the Rescue Disk are in the following section.

Using Rescue Disk for Severe Malware Removal

Titanium’s Rescue Disk, available for Titanium through the Scan Results dialog or through
PC/Mobile > Rescue Disk, lets you create a Rescue Disk to eliminate rootkits and other hard-
to-remove malware from your system. Utilizing Trend Micro’s Clean Boot technology, the
Rescue Disk reboots your computer into a Linux kernel, scans and cleans rootkits and other
malware from your system, then reboots back into Windows.

To Create a Rescue Disk for Rootkit Removal:

1. Choose between the following options:

e If you just conducted a scan and you receive the message in the scan result window
“Additional Cleaning Needed,” click the Download Now button to take you to a
Trend Micro Rescue Disk web page.

OR
e In Titanium Internet Security or Maximum Security, click PC/Mobile > Rescue Disk.

2. Either method launches the Trend Micro Rescue Disk web page where you can click the
Download Now button to download the Rescue Disk installer.

23



Trend Micro™ Titanium™ 2013 — Product Guide usvi.2

», TREND.  Rescue Disk

Trend Micro Rescue Disk

The instructions below explain how to set up & CD, DVD or USB drive for the Trend Mioro
Rescue Disk. Remember o click Download Now when ready to begin

Lesm more sbout the Trend hliors Rescue Disk

[
Download How

Instructions:

‘Ciick the Downlaad How button above.

11 prompted, click Save or Save As, and s3ve the file on your computer’s deskiop.
Whis the instalier donioads, prepare one of the following

(0] A

oo

> =
Blank CD or DVD Empty USE Drive
Do not use 2 rewitable disc 128MB or larger

-

When you have finished downlosding the file, double-giick the Trend Micro Rescus Disk icon to start
the installer

Copyright® 2011 Trend Micro Incorporated. All right reserved

Figure 29. Trend Micro Rescue Disk Download
3. Once downloaded, double-click the Rescue Disk icon. A security dialog appears, asking if
you want to run this program.
Open File - Security Warning &’

Do you want to run this file?

@ Name: C:\Users\MICHAELG4\Downloads\RescueDisk.exe
Publisher: Trend Micro, Inc.

Type: Application
From:  CAUsers\MICHAELE4\Downloads\RescueDisk.exe

S

Aways ask befors opening this fie:

Wihile files from the Intemet can be useful, this ile type can
potertialy ham your computer. Orly un software from publishers
you trust. Wht's the risk?

Figure 30. Security Warning

4. Click Run to continue. The Rescue Disk License Agreement appears.

Trend Micro Rescue Disk is subject to the terms and conditions of the Trend Micro license
agreement below. Please read it carefully.

i »

TREND MICRO END USER AGREEMENT

SoftwareiSenice: Trend Micro Tools and Services
Version: English/Multi-country
Date: May 2010

Important: The following Agreement sets forth the terms and conditions under which
Trend Micro is willing to allow you, an individual or an authorized representative of an

i Aiinn tha Co Al mnlin Cas a Dndit
@ | acceptthe terms of the license agreement & Printthis page
) 1o not accept the terms of the license agreement

Next || cancel

#9) TREND. Copyright ® 2012 Trend Micro, Inc. Allrights reserved. | 2.0.0.1019

Figure 31. Rescue Disk License Agreement

5. Read the license agreement. If you agree, select | accept the terms of the license
agreement and click Next.
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6. The Rescue Disk installer checks online for the most recent version and updates it. A
dialog then appears, asking What kind of Rescue Disk do you want to create? (USB
Device or Blank CD/DVD).

(@), Rescue Disk =TS
@

What kind of Rescue Disk do you want to create?

A A
—_ ~—
USB Device Blank CD/DVD

%) TREND. Copyright @ 2012 Trend Micro, Inc. All rights reserved. | 2.0.0.1019

Figure 32. Rescue Disk Types
7. Inthis example, select Blank CD/DVD. A device selection dialog appears.

() Rescue Disk

Choose the device you wantto use

= ss

©:) U3 System
[ 25 L

Name: 3]
Type: CDIDVD
Total size: 4488M8
oo [Cemn ]
f') TREND. Copyright @ 2011 Trend Micro, Inc. All rights reserved. | 1.:60.0.1000

Figure 33. Device Selector

8. If you haven’t already done so, insert a blank CD/DVD in your drive, close any autorun
dialogs, select the CD/DVD burner icon, click Refresh if necessary, and click Create. A
progress dialog appears, showing the drive’s progress as it burns the disc.

Rescue Disk

Burning the disc...
27.1 07 89.3 MB written at 1543 1 KB/second

—— az%

| cancel |

&IEE'}? Copyright ® 2012 Trend Micro, Inc. Al rights reserved. | 2.0.0.1019
Figure 34. Burning the Rescue Disk

9. Once the Rescue Disk has been created, you should be notified that disk creation was a
success and Your Rescue Disk is Ready.
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) Rescue Disk e —

Your Rescue Disk is Ready

\ 4 To use Rescue Disk, you must setup your computer to
boot from the CO/DVD drive.

Leamn how to boot from CD/IDVD

Restart Now Later
) TREND. Copyright @ 2012 Trend Micre, inc. Al rights reserved. | 2.0.0.1019
Figure 35. Rescue Disk is Ready

10. Click Restart Now to boot from the Rescue Disk, (or click Later to use the disk later,
going through a reboot process after having inserted the disk.)

Note: To use Rescue Disk, you must have previously set up your computer to boot from
the CD/DVD Drive first. Most computers are already set to seek the CD/DVD first
when booting.

11. When the computer restarts, Rescue Disk provides three main options, the first selected
by default.

e Remove Threats

o Quick Scan

o  Full Scan
e Rollback Previous Threat Removal

o Dates and Times of Previous Removals
e Advanced Options

o MBR Cleanup (Master Boot Record)

o MBR Rollback (Master Boot Record)

o Enter Linux Command Line

12. In this example, leave Remove Threats selected, choose Quick Scan or Full Scan, and
allow Rescue Disk to scan and remove the threats from your computer.

13. A progress dialog appears, saying “Please do not turn off computer before the scan is
complete. Checking the computer and removing threats.”

14. Once the scan and clean has completed, the screen provides the results, indicating the
threats that have been removed.

15. Click the Enter key to restart the computer. A dialog appears, saying “Are you sure you
want to exit?” with Cancel selected by default.

16. Use the left arrow to move the cursor to Yes and hit Enter. Your computer will eject the
CD, so you can remove it.
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17.

18.

19.

20.

21.

Remove the CD, close the tray, and hit Enter again. The will reboot to the Windows
Desktop.

Rescue Disk also lets you roll back the computer to its state before the last threat
removal. Just reinsert the Rescue Disk, reboot, and when the Option window appears,
select Rollback Previous Threat Removal and the listing you wish to roll back.

When Rescue Disk is finished rolling back the last threat removal, the eject/reboot
process will repeat, rebooting your machine to the Windows desktop.

Finally, Advanced Options let you do a MBR Cleanup of the Master Boot Record or roll
an MBR cleanup back. An option also lets you enter the Linux Command Line. MBR
Cleanup must be used with caution, as it can make your computer unbootable.

Note that after you’ve executed a scan using Rescue Disk, you can find Rescue Disk Log
information in the Titanium Log Viewer.

Logs ?2 O

View [ Last Scan [=] Tota rcords: 11 XRemoeal [ Excon

DatelTime Affected Files 1 Details

Threat Eicar_test_file

812012 1218PM  CiUsersiAdministra. | | Source: Maware

S20121218PM  CiWindowsiSystem. | | AflectedFiles: CWindows\System32\driversteicar.com
Response: _Removed

8/120121218PM  CUsersAdministia. | | petected By

s10121218PU  CoinsowsSystem
S10121216PU  Cbserskaminisia

81720121218PM  CAWindows\System. | | Clicking Restore will also add the file to the Exception List Any file that
you restore could still pose a securty risk.
81720121218PM  CiUsersiAdministra

8/120121218PM  CAWindows\System. . _

¥ than 30 days old

Figure 36. Titanium Rescue Disk Log

27



Trend Micro™ Titanium™ 2013 — Product Guide usvi.2

Chapter 3: Titanium Overview

In the following chapters, we’ll walk through each version of Titanium, explaining the key
features provided in each.

Note: If you have a higher-end version of Titanium, you should read the prior chapters
devoted to the lower-end versions. The higher-end versions have all the features
of their lower-end siblings, but provide additional “premium” features on top of
common features.

Quick Start: The Titanium Console

All editions of Titanium provide essentially the same Titanium Console, with some functional
additions as you step up from Titanium Antivirus+ to Titanium Internet Security and
Titanium Maximum Security.

Trend Micro Titanium

A O

Ly
PC/Mobile Privacy

Protected
You have access to the latest protection

Safety Summary

Security Summary: 0 threats stopped
Subscription: Facebook Privacy Scanner: off
Expires on 8/1/2013 5 2
AD Social Networking Protection: off

Trend Micro Titanium Internet Security

Gl = 3]

PC/Mobile Privacy Family

Protected
You have access to the latest protection

Safety Summary

Security Summary: 0 threats stopped
Subscription: Facebook Privacy Scanner: off
E 8/18/2013
S Social Networking Protection: off
Qscan | v |8 ih 4
¥ support €Y Account ¢ TREND

Figure 38. Titanium Internet Security
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Trend Micro Titanium Maximum Security ?-

() o A & | 2a

A
Overview PCMobile Privacy Family

Protected

v} You have access to the latest protection

Safety Summary

Security Summary: 0 threats stopped
Subscription: Facebook Privacy Scanner: Scan now
6151201
EEAEGR Social Networking Protection: On

Q s toal &

% Support eAccnum

Figure 39. Titanium Maximum Security

All editions of Titanium allow you to scan on-demand or by schedule, and to view security
reports. We'll quickly review these features in the following two sections.

Quick Start: Conducting On-Demand Scans

By default, Titanium activates a real-time scan when it is installed. This is always present in
memory (unless disabled), to proactively protect you from real-time threats. Threats are
caught as they try to enter memory or touch the hard drive, preventing infections.

Titanium also provides a disk scan—which you can execute on-demand or by schedule—that
utilizes Trend Micro revolutionary Smart Scan technology on the client when it scans your
hard drive. This references Trend Micro’s file reputation services in the cloud—part of the
Smart Protection Network—for a shorter “time-to-protect.”

Unlike other local-protection-based products that require you to frequently update a large
local signature database on your computer, Titanium updates the signature database
primarily on Trend Micro Servers in the cloud, so all consumers of the Smart Protection
Network are instantly protected whenever the database is updated.

Smart Scan reduces the need to deploy most antimalware signatures on the client, thus
reducing network bandwidth usage (for updating/downloading signatures), while saving disk
space and memory on the client’s computer.
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Scanning Your Computer’s Disk

Trend Micro Titanium Maximum Security ?-

A = A &a
Overview PC/Mobile Privacy Family
Protected
You have access to the latest protection

Safety Summary

Security Summary: 7 threats stopped
Subscription|fi Facebook Privacy Scanner: Scan now

res on 7/] [N
SRR | Custom Scan Social Networking Protection: On

¥ support € Account

Figure 40. Quick Scan | Scan Menu
To scan your computer disk:
Titanium provides a Scan Tool on the console (shown above) which can be used in two ways:
1. Click the spyglass section of the Scan tool to execute a Quick Scan.

2. Use the Scan Options popup menu on the right side of the Scan tool to select among the
various options:

e A Quick Scan conducts a scan of those directories on your system that are most
likely to be infected.

e A Full Scan conducts a full scan of your system.
e A Custom Scan lets you designate which parts of your system you wish to scan.
Quick Scan and Full Scan
To conduct a Quick Scan or a Full Scan:

1. To conduct a Quick Scan, click the Scan button on the main console, or optionally select
Quick Scan or Full Scan from the Scan Options popup menu. A window appears,
showing the Quick or Full Scan in Progress and the percentage completed. Scans can
kick off messages when malware is quarantined or deleted.
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Trend Micro Titanium Maximum Security

4\ Il L - e.

Quick Scan in Progress
Over 5

Checking the computer...
— 33%

Scanning for Trojan horse programs...
Q WORM_WOOTBOT AY
_ Potential threats found: 0

Q swpot @ Account €D Security Advisor

Figure 41. Quick Scan in Progress

You may Hide, Pause, or Stop the scan by clicking the respective button. You may also
select Shut down the computer when this scan is done.

When the scan has completed, a Scan Results screen appears, showing Potential
threats found, as well as Browser cookies deleted.

Trend Micro Titanium Maximum Security

AL Il

Scan Results

No threats found E

1 Feelfree to close this window.
- 3 Potential threats found: 0
4 & Resolved threats: 0
f @ Notyetresolved: 0

Browser cookies deleted: 0 (What is a cookie?)

=

O sumort ) accomt

€D Secuiity Advisor

Figure 42. Scan Results

Click What’s a cookie? to obtain a definition of a cookie. The Definition screen appears.

Click Details for more details on the threats found and actions taken. The Details screen
appears.

31



Trend Micro™ Titanium™ 2013 — Product Guide usvi.2

0threats and 0 cookies were detected afier checking 485 files
Resolved threats: 0
Files Type Response
No threats have been resolved
Not yet resolved: 0 A
Cookies deleted: 0 -

Figure 43. Details

6. Click each of the collapsible panels in turn to show the Details tables, which include file
names, types, and responses to the threats.

7. Click Close to close the Details window, then Close again to close the Scan Results
window.

Custom Scan
To conduct a Custom Scan:

1. Choose Custom Scan from the Scan Options popup menu. A dialog appears, letting you
Select Targets you wish to scan.

Trend Micro Titanium Maximum Security

/'\ ol

Select Targets
Over

The scan will automatcially check all files and folders inside your selections. E

oy fn
SEAc

[ 7 SRecycle.Bin

4 [ 5 Boat
[ 51 Documents and Settings
[ (1 PerfLogs

[+] _| Program Files

[J 2 ProgramData

Expl (] [ Recovery

[ 1 system Volume Information =

Q supot € Account  €P) Security Advisor
Figure 44. Select Targets

2. Expand the tree by clicking the + (Plus) signs at any level, then check the checkbox for
the chosen target(s).

3. Click Start Scan to start the scan.

4. When the scan has completed, the Scan Results and Details screens appear in the same
format as Quick and Full Scans.
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Intensive Scan

Titanium performs an Intensive Scan whenever a Quick, Full, Custom, or Scheduled Scan
detects a high amount of malware on your computer.

Note: In the real world, Titanium does not allow a large virus data set to even get onto a
user’s computer after it has been installed. To obtain this condition artificially,
you have to dump a large collection of malware files onto an unprotected system
before you install Titanium, or you would have to turn off all the proactive
features, such as the real-time scan, that would prevent such a large infection
from occurring in the first place.

To activate an Intensive Scan on a previously badly infected computer:

1. Click the Scan > Quick Scan tool to begin a Quick Scan. The Quick Scan process begins.

Quick Scan in Progress

Checking the computer...
e—— 34%

Scanning for Trojan horse programs...
WORM_SDBOT.CAD

Potential threats found: 0

D Shut down the computer when this scan is done

[ ) )

Figure 45. Quick Scan in Progress

2. When the scan detects a large volume of malware, the Quick Scan stops and an
Intensive Scan starts.

Intensive Scan in Progress

Checking the computer...
0%
Files scanned: 19
C\Users\Administrator\Desktop\. . +1MB-20MB - Copy - Copy (4) exe
Potential threats found: 119
—

What Triggered the Intensive Scan?

|:| Shut down the computer when this scan is done

[ pawse [ s |

Figure 46. Intensive Scan in Progress

3. Note that the icon changes to indicate that an Intensive Scan is in progress. You can get
more information about what triggered the scan by clicking What triggered the
Intensive Scan?
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Quick Start: Viewing Threat Security Reports

Titanium allows you to view Threat Security Reports at the click of a button. The reports
provide a wealth of detail on the dates and types of threats blocked. You can also generate a
Root Cause Analysis Report to investigate the source of an infection and the effects upon
your system.

Note: All versions of Titanium produce a security report for threats that is made up of
viruses, spyware, and web threats detected.

To View a Threat Security Report:

1. Click the Security Report button on the Titanium Console. The Security Report screen

Trend Micro Titanium Maximum Security
Security Report
Threats found: O Period: | Pastmonth _[=]
Threats Viruses & Spyware Scans: 2
00%,
) File scanned: 297741
N Web threats
0 (0.00%} Last scan: 817/2012 6:06 PM
W Others
0 (0.00%)
Parental [ )
Controls.
]
=
System Tuner o) O- O
232012 712872012 872012 811272012 £1712012
B Others Webthreats Il Viruses & Spyware
(V] show this report monthly View detailed l0gs

Figure 47. Security Report (Titanium Maximum Security)
2. The Security Report provides the following data:
e Threats Found — The number of threats found
o Threat Types are shown in a pie chart by percentage
e Details — Shows number of Scans, number of Files scanned, and Last Scan
o Threat History — A timeline where threat peaks and valleys are graphed
o A popup shows you the number of threat incidents on a given date

o Variously check/uncheck All, Web threats, Viruses & Spyware to filter the
Threat History graph by your choices

3. Use the Period popup menu in the upper right-hand corner to designate the period the
report will cover.

4. Check Show this report monthly to display the report on a monthly basis at the first of
each month. You’ll be notified when the report is ready.

5. Select the View popup to show log details for that type of threat by Date/Time,
Affected Files, Threat, Source, and Response.
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Logs el

View: |LastScan """ [] Total records: 0 ¥ Removeall [
Last Scan

Date/] Viruses Files Threat Source Response
Spyware

Browser Cookies No data collected yet

Web Threats
Unauthorized Changes
Data Theft Prevention
Network

Updates

Parental Controls
Secure Erase

System Tuner

WIFI Advisor

Any data more than 30 days old will be deleted automatically.

Figure 48. Logs

6. Double-click an item in the table to view details on the specific threat.

Trend Micro Titanium Maximum Security

Logs
View: | LastScan [=] Total records: 1 3 Removeall [ Export
Date/Time ~ Affected Files Details ?
o = o
S e Threat Cookie_Revsci
Source: Cookie
Affected Files: revscinet
Response:  Removed

DetectedBy.  Manual Scan

El —] »

Any data more than 30 days old will be deleted automatically.

Figure 49. Logs > Item Details
7. Click Remove all to remove the items from the table.

8. Click Export in the upper right-hand corner to export the logs in .CSV or .TXT format.

Trend Micro Titanium Maximum Security

View: | Last Scan [+] Total records: 2

DatelTime ~ Affected files Details. >

6/6/2012 4:06 PM CWsersiichaeNDo... . Elcar_tes1
06 P C \ Source Malware

Affected Files: C\Users\WlichaeNDocumentsieicar.com bt

Response: Removed

Detected By, Real Time Scan

5201 P
6/6/2012 4.06

Clicking Restore will also add the file to the Exception List. Any file that
you restore could still pose a security risk

Any data more than 30 days old will be deleted automatically.

Figure 50. Where Did This COme From? | Restore

9. Click Restore to restore to add the file to the Exception List. Any file that you restore
could still pose a security risk.

10. When an item in a log warrants a deeper look, Titanium will provide a link to show more
details on the source of the infection. Click Where did this come from? to generate a
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Root Cause Analysis Report. A dialog appears, showing you the progress while
generating the report.

Root Cause Analysis Report

From: C:\Program Files\internet Exploreriiexplore exe URL={http:/www eicar org/downloadieicar.com ]
When: 6/6/2012 4:06 PM

A\ RootCause 3 Triggering Event

© Process| 50 weosite| || Fie| @ Liorary| | ™) Group |

Figure 51. Generating the Root Cause Analysis Report

11. When the report generates, it displays in graphic format.

Root Cause Analysis Report

From: C:\Program Files\internet Exploreriiexplore. exe URL=lhttp:/www.eicar.org/download/eicar.com.bd]
When: 6/6/2012 4:06 PM

e -
‘—&swcarcumm S
eicar.com
Explorer.EXE
A\ RootCause ¥k Triggering Event
@ Process 52 website | | File w Library| (™) Group | J

Figure 52. Root Cause Analysis Report

12. The Root Cause Analysis Report maps the root cause and triggering event(s) graphically,
using Process, Website, File, Library, and Group icons to show you items involved in the
infection chain. Use the Root Cause Analysis Report to analyze the source of infections,
so you can help prevent them in the future.
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Chapter 4: Trend Micro Titanium Antivirus+

Protection Overview

Trend Micro™ Titanium™ Antivirus+ 2013 provides essential protection for customers
against viruses, spyware, web threats, and other malware threats, as shown in the Safety
Summary section of the Trend Micro Titanium Console below.

Thanks for choosing Trend Micro Titanium x

Do you own a Mac, Android phone, or Android tablet?

Your subscription includes protection for them as well!
Stay safe no matter how you connect fo the Internet.

2 Trend Micro Android Security : Q

*R | Get Started

(rzm| Titanium Internet Security for Mac .
NEf) oo !
= Get Started

D Don't show this page again

Figure 53. Trend Micro Titanium Antivirus+ Welcome Page

Trend Micro Titanium

A > A

k3
PC/Mobile

Protected

‘You have access to the latest protection.

Safety Summary

Security Summary: 0 threats stopped
Subscription: Facebook Privacy Scanner: off
1
R Social Networking Protection: off
Q, scan v | % |ih o
3 support € Account ©) TREND

Figure 54. Trend Micro Titanium Antivirus+ Console
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Trend Micro Titanium

A = 3]

PCMobile Privacy

PC & Internet Security Rescue Disk

Y
g\?y ‘*)

UKD Android Security Titanium for Mac
Get free Anti-virus for your Android™ & Protect your Mac from viruses, spyware,
device. and unsafe websites with Titanium for
Mac.
Mac

Start a Free Trial Get Started

653 support € Account ¢ TREND

Figure 55. PC/Mobile > PC & Internet Security | Rescue Disk

Trend Micro Titanium

(5) 2 ,
Overview PC/Mobile Privacy
Facebook Privacy Scanner Social Networking
Protection
OFF OFF

€23 support €Y Account ¢) TREND

Figure 56. Privacy > Facebook Privacy Scanner | Social Networking Protection

Note: Titanium Antivirus+ Console Features: PC & Internet Security, Rescue Disk,
Facebook Privacy Scanner, Social Networking Protection. Additional Offerings:
Free Trial - Android Security; 3-device Option - Titanium for Mac

KEY MALWARE PROTECTIONS FOR TITANIUM ANTIVIRUS+
Antivirus and Antispyware

Titanium Antivirus+ provides essential protection against viruses; that is, any malicious
program that can replicate itself and infect your computer. Titanium also protects you from
a broad range of other malware, including worms, Trojans, bots, and rootkits. It also
provides protection from spyware; that is, any program that installs itself in the background
and gathers information about you or your computer without your knowledge. Since
browser cookies can act like spyware, Titanium will delete cookies as well.

Rescue Disk

Rootkit-based malware is especially difficult to remove from user’s computers. Titanium
provides a Rescue Disk, which lets you create a USB/CD/DVD disk to remove rootkits and
other malware. Rescue Disk reboots your computer into a Linux kernel, scans your computer
for rootkits and other malware and removes them, then reboots back to Windows.
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Windows Firewall Booster and Wi-Fi Protection

Activation of the Windows Firewall Booster provides additional network-level protections,
including a Network Virus Scan and Anti-Botnet feature. Users can opt to activate the
booster for increased network security. Titanium Antivirus+ 2013 also provides
authentication for Wi-Fi networks.

Anti-Spam

Titanium Antivirus+ 2013 adds anti-spam to its list of feature. Users of POP3 e-mail can be
protected from spammers, stopping unsolicited advertisements and other unwanted bulk
email. Titanium’s anti-spam function taps into the email reputation services of the Smart
Protection Network.

Unauthorized Change Prevention

Titanium includes behavior monitoring in its list of security protections. Unauthorized
changes to system settings and other suspicious behavior can be blocked, as well as autorun
programs on portable drives.

Web Threat Protection

The majority of threats nowadays come from the web, when you’re simply browsing the
Internet or visiting a site. However, attacks may also begin with a phishing email that uses
social engineering techniques to coax you to click a URL link in the email. You then may be
taken to a website that secretly harbors malicious threats, which either steals your personal
data or infects you with malware.

Titanium Antivirus+ proactively protects you from a variety of these web threats, so that
they never touch your computer. To provide thorough protection from and rapid response
times to emerging threats, Titanium uses the Trend Micro Smart Protection Network cloud-
client security infrastructure along with a combination of cloud-based web, file, and email
reputation services. It also employs real-time scans of what’s in memory and on disks.

Titanium Antivirus+ 2013 now also blocks malicious links and image spam in emails, as well
as malicious links in instant messaging software. Additionally, the Trend Micro Toolbar adds
a rate links on mouseover feature to its URL ratings and a Facebook Privacy Scanner that
checks security concerns in Facebook.

Note: Since Trend Micro Toolbar is turned off by default in Titanium Antivirus+, you
must turn on the toolbar to enable these functions.

Facebook Privacy Scanner

Titanium’s Facebook Privacy Scanner lets you scan your Facebook security settings on-
demand. When it’s done, you’re given a recommendation to change all vulnerable settings
that don’t meet your preferred security levels.

Social Networking Security

Social Networking Protection keeps you safe from security risks when visiting the most
popular social networking sites including Facebook, Google+, LinkedIn, Mixi, MySpace,
Pinterest, Twitter, and Weibo.
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Android Security

Trend Micro™ Mobile Security for Android filters sites, calls, and apps for full security
protection for your Android mobile devices. Start a Free Trial.

Titanium Security for Mac

Protect your Mac from viruses, spyware, and unsafe websites with Titanium Internet
Security for Mac. Available in a 3-device version.

Getting Started > Additional Protections

When you first load Titanium, a Welcome Page appears, showing additional security options
for your Android Mobile and Mac devices. You can start a free trial of Android Security using
the download link. Titanium for Mac is included as a fully operable download option in a 3-
device version.

Thanks for choosing Trend Micro Titanium x

Do you own a Mac, Android phone, or Android tablet?

Your subscription includes protection for them as well!
Stay safe no matter how you connect to the Internet.

Trend Micro Andreid Security : Q

#U | Get Started

‘m‘ Titanium Internet Security for Mac D
& —_——
= Get Started

e ==

[] Don't show this page again

Figure 57. Welcome to Trend Micro Titanium

These are also available from the PC/Mobile tab.

Trend Micro Titanium

A = A

Ovenview PC/Mobile Privacy

PC & Internet Security Rescue Disk

2\ ; el
& D)

\Q Android Security Titanium for Mac
Get free Anti-virus for your Android™ e Protect your Mac from viruses, spyware,
ﬁ device. and unsafe websites with Titanium for
Mac

Mac.

Start a Free Trial Get Started

23 suppot € Account ¢ TREND
Figure 58. PC/Mobile | Android Security | Titanium for Mac
To download the programs:

1. Inthe Welcome screen, click Get Started with Trend Micro Android Security, or
Titanium Internet Security for Mac to download the software.

2. Similarly, in the PC/Mobile screen, click Start a Free Trial or Get Started to get started
with the respective software.
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3.  Your browser launches and takes you to the respective download webpage; for

example, Titanium for Mac.

%) Trend Micro Titanium

Threat Protection for Your Mac

L

acintosh computers. Dawrioad and

==~

imstal o your Mac to

‘Vaur purchase of Tranium includes protecion for Apps macin
orolect yout ianiy and parscnsl dsla iom malious heeals whet you shop, Bank, of biowse onine.

(@ Downlosd the software

(@) copyittoyour Mac
o - E

@ Install the program with this serial number.

Serial number:

) TREND. copom = 2012 Tens

ol [

Mess ncospacates Al rgets reseries

Figure 59. Titanium Download Webpage

4. Click Download to download the software, then follow the instructions to install it.
Make sure you copy the serial number and save it in a secure place. You'll need it to

active the software.

5. If you don’t wish to download the software now, simply close the Welcome Page by
clicking the close box in the upper right-hand corner.

Virus & Spyware Controls: Scan Preferences

Upon install, Titanium chooses a group of default settings to immediately protect the user.
However, users can modify settings as they wish. Titanium keeps its controls simple and

suitable for the everyday user.

To modify Virus & Spyware Controls settings:
Trend Micro Titanium
A

Overview

(=)

A
PC/Mobile

A

Privacy

Protected

v, You have access to the latest protection

Safety Summary

Security Summary: 0 threats stopped
Subscription: Facebook Privacy Scanner: off
Expires on 8/1/2013 -
- : Social Networking Protection: off

TREND.

Figure 60. Titanium Console > Protection Settings Tool

2
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Trend Micro Titanium

A = 3]

Overview PC/Mobile Privacy

PC & Internet Security Rescue Disk

|
& 5

\Q Android Security Titanium for Mac
¥)  Getfree Anti-virus for your Android™ 5 Protect your Mac from viruses, spyware,
device. and unsafe websites with Titanium for
e
1 Mac

Mac.

Start a Free Trial Get Started

dTREND
MICRO

3 S
.3 Support

Figure 61. Titanium Console > PC/Mobile > PC & Internet Security

USvi.2

Click the Protection Settings tool in the Overview tab of the Titanium Console; or click

the PC/Mobile tab, then PC & Internet Security. The Protection Settings screen

appears, with Virus & Spyware Controls > Scan Preferences selected by default in the

Command Menu.

Protection Settings

AVALS ESyiware S u ok [V Scan forthreats when opening, saving, or downloading files
- Scan Preferences (] Enable real-time scanning for compressedfiles (iike ZIP files)

[V checkif programs try to make unauthorized changes to system setiings
Scheduled Scans that could threaten your security

(M) Prevent programs on portable drives from launching automatically

» Internet & Email Controls

[] Check for suspicious computer behavior and remove the programs
involved

® ® © itive (i)

@ Automatically delete files that show any signs of a threat

» Exception Lists

[V] Display a warning after detecting viruses, spyware, or suspicious behavior

] ——

\ J

Figure 62. Windows 7: Virus & Spyware Controls > Scan Preferences

Protection Settings

AL T [V) Scan for threats when opening, saving, or downloading files
- Scan Preferences D Enable real-time scanning for compressed files (like ZIP files)

[V checkif programs try to make unauthorized changes to system setings
Scheduled Scans that could threaten your security

[V Prevent programs on portable drives from launching automatically

» Internet & Email Controls

[ Check for suspicious computer behavior and remove the programs
involved

(O] ® © itive (i)

@ Automatically delete files that show any signs of a threat

» Exception Lists

[] Display a warning after detecting viruses, spyware, or suspicious behavior

I [] Scan for suspicious files as the computer starts (i) I

Cw ) Cme )

Figure 63. Windows 8: Scan During Start

The following Scan Preferences are displayed. Unchecked items can be checked and

applied.
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Scan for threats when opening, saving, or downloading files. This is the real-time
scan that protects you at all times when you’re using your computer. This is enabled
by default.

o Enable real-time scanning check compressed files (like ZIP files). This is
disabled by default. Checking the checkbox enables the item, but the
deeper scan uses more CPU cycles.

o Check if programs try to make unauthorized changes to system settings
that could threaten your security. This is enabled by default.

=  Prevent programs on portable drives from launching
automatically. This is enabled by default.

Check for suspicious computer behavior and remove the programs involved. This
behavior monitoring function is enabled by default at the recommended level, but
you can change the setting by clicking the radio buttons.

o Recommended - Detects and stops security threats based on clearly risky
behavior.

o Hypersensitive - Aggressively eliminates programs even if they only pose a
small risk of bad behavior.

Automatically delete files that show any signs of a threat. This is disabled by
default. Check the item to automatically delete threatened files.

Display a warning after detecting viruses, spyware, or suspicious behavior. This is
enabled by default. Titanium is selective when using pop-ups; it’s never overly
intrusive.

Windows 8 Only: Scan for suspicious files as the computer starts. Key security
component begin working even before Microsoft Windows 8 has finished loading,
before threats have a chance to attack.

3. Click Apply to apply your changes, then OK to close the Protection Settings window.
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Virus & Spyware Controls: Schedule Scans

To modify Scheduled Scan preferences:

1. Click Virus & Spyware Controls > Scheduled Scans. The schedule options panel displays.

Protection Settings

V:\Vius & Spyware Coatrols [V Conduct a scheduled scan of the computer
Scan Preferences Every | Friday [+] at[12:00Pu [+]
Scan type:
< Scheduled Scans =
@ Quick scan
Scans only the places where threats commonly hide
» Internet & Email Controls ;
() Full scan
Scans the entire computer, including any external drives, except network
» Exception Lists drives
Last scan: Not scanned yet
Other Settings
Restore Default Settings [ OK ] [ Cancel ] Apply
\

Figure 64. Virus & Spyware Controls > Scheduled Scans
2. Choose among the following options:

e  Conduct a scheduled scan of the computer. This is enabled by default. “Friday at
12:00 PM” is chosen by default as the day and time to conduct the scheduled scan.
Use the popup menus to change the day and time the scheduled scan will be
conducted.

TIP: Scheduled scans are best conducted when the computer is on but not in use, as
they take up a portion of Memory, CPU, and Disk processes.

e  Scan Type. Quick Scan is selected by default.
o Select Quick Scan to scan only the places where threats commonly hide.

o Select Full Scan to scan the entire computer, including any external drives,
except network drives.

3. Click Restore Default Settings to restore default settings to their factory condition.

4. Click Apply to apply any changes, then OK to close the Protection Settings window.
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Internet & Email Controls: Web Threats | Trend Micro
Toolbar

To modify the Internet & Email Controls > Web Threats settings:

1. Click Internet & Email Controls. The Web Threats panel appears by default.

Protection Seftings

» Virus & Spyware Controls [ Block potentially dangerous websites

v internet & Email Controls Protection strength

High Choose “Normar for regular dally use without
- Web Threats aggressively blocking minor rigks.
Hormal

Spam & Emailed Files
Low

Network

| [ isplay the Trend Micro Teolbar on supported web browsers

Instant Messaging

(] Preventintemet Explorer, Firefox, and Ghrame from running malicious

» Exception Lists scripts on infected websites

[ e R

Figure 65. Internet & Email Controls > Web Threats

2. Block potentially dangerous websites is checked by default.

3. For Protection strength, use the slider to select the strength. More aggressive blocking
blocks more websites, some of which you may not wish to be blocked.

e High - Choose “High” to block threats in sites that show any signs of fraud or
malicious software.

e Normal - Choose “Normal for regular daily use without aggressively blocking minor
risks. This is the default setting.

e Low - Choose “Low” to block only websites confirmed as fraudulent or dangerous.

e Display the Trend Micro Toolbar on supported web browsers - The Trend Micro
Toolbar rates links on webpages and mouse-over, and also lets you check your
Facebook Privacy settings.

Note: The Trend Micro Toolbar is currently disabled by default in Titanium Antivirus+
and Titanium Internet Security. You must enable the toolbar to enable all three
functions mentioned above, including the two new Titanium 2013 features of URL
mouse-over on-demand ratings and Facebook Privacy scanning.
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6.

Do you want to enabie this add-on?

Trend Mcro Toolbar (Trend Mcro, inc )

) TSTocbaBHO

Tets bosdtme. 0.00 scands

Lesm sbout sdorn

Figure 66. Enable Trend Micro Toolbar

Once you check it, Internet Explorer lets you finishing enabling the Trend Micro Toolbar
by either right-clicking the |IE option menu to show it and select it, which brings up an
Enable add-on popup, where you click the Enable button to enable it; or by clicking the
Enable button in the popup at the bottom of the browser. This completes the
enablement of the toolbar.

Prevent Microsoft Internet Explorer and Mozilla Firefox from running malicious scripts
on infected websites is checked by default.

Click Apply to apply your changes, then OK to close the Protection Settings window.

Internet & Email Controls: Spam & Emailed Files

To modify the Internet & Email Controls > Spam & Emailed Files setting:

1.
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Click Internet & Email Controls > Spam & Emailed Files to open the panel. The panel
opens with the setting unchecked by default.

Protection Settings

» Virus & Spyware Controls

[ Filter out unsolicited advertisements and other unwanted email messages

¥ Internet 8 Email Controls

[] Check for threats in files attached to email messages
Web Threats

- Spam & Emailed Files

Network

Instant Messaging

» Exception Lists

e

Figure 67. Internet & Email Controls > Spam & Emailed Files

J

Check Filter out unsolicited advertisements and other unwanted email messages if you
wish to stop spam and other unsought messages.

Check the checkbox Check for threats in files attached to email messages to scan all
POP3 email messages for malicious attachments and remove them.

Click Apply to apply any changes, then OK to close the Protection Settings window.
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5. Trend Micro Anti-Spam (TMAS) support for OS Platform and Mail Client is given in the
table below.

Table 5. TMAS OS Platform and Mail Client Support

OS Platform Mail Client

Windows XP Outlook Express

Windows Vista (32 and 64 bit) | Windows Mail, Windows Live Mail 2011

Windows 7 (32 and 64 bit) Windows Live Mail 2011

Windows 8 (32 and 64 bit) Windows Live Mail 2011

Outlook 2003(32bit), 2007(32bit), 2010(32bit), Windows Live Mail

Al 2009

Internet & Email Controls: Network | Firewall Booster and
Wi-Fi Protection
To modify the Wi-Fi Protection Settings:

1. Click the Protection Settings tool in the Titanium Console. The Protection Settings
screen appears, with Virus & Spyware Controls selected by default.

2. Click Internet & Email Controls > Network in the Command menu. The Network screen
appears.

Protection Settings

» Virus & Spyware Controls [] Activate the Firewall Booster to enhance the protection given by the
Windows Firewall and detect bolnet programs that can hijack your

v internet & Email Controls CONIE VIS o Sc ol

Web Threats (] Display a waming when connected to potentially unsafe wireless netwarks
orhotspots
Spam & EmailedFiles
 Network

Instant Messaging

P Exception Lists

o T o

Figure 68. Internet & Email Controls > Network

3. Check Activate the Firewall Booster checkbox to enhance the protection given by the
Windows Firewall and to detect botnet programs that can hijack your computer by
remote control.

4. Check Display a warning when connected to potentially unsafe wireless networks or
hotspots to enable the feature.

5. Click OK to save your changes.
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Note: The Exception List for Wi-Fi Protection allows users to add unprotected home
networks to an exception list, so that users are not subject to frequent warnings
for networks they know to be safe. See the Exception Lists section for more
details.

Internet & Email Controls: Instant Messaging

48

Titanium Antivirus+ adds an additional layer of protection for instant messaging, checking for
security risks in links to websites received via IM programs. With IM protection, if you click a
link to a bad website, you’re instantly and proactively blocked at the exposure layer by the
SPN in-the-cloud URL reputation service and given a warning. You never get the chance to be
infected.

To install the IM protection, you first need to install the IM program(s) you’ll be using. The
installation button for the installed IM program(s) will then become active in the Titanium
user interface.

Titanium supports the following instant messaging programs/versions:
e  Windows Live™ Messenger 8.1, 9.0, 2009, 2010, and 2011

e Yahoo!® Messenger 8.0, 8.1, 9.0, and 10.0

e  AOL® Instant Messenger™ (AIM®) 6.8, and 6.9

e Skype™ 3.6,3.8,4.0,and 4.2

Note: In the example below, Yahoo! Messenger has been previously installed.

To install IM protection:

1. Inthe Protection Settings screen, click Internet & Email Controls > Instant Messaging.
The Instant Messaging protection screen appears.

Protection Settings

» Virus & Spyware Controls [ Check for security risks in links to websites received via instant messaging
programs
¥ Internet & Email Controls

Windows Live Software Not Installed

Web Threats
| Yahoo! Messenger Install |

Spam & Emailed Files AIM (AOL) Software Not Installed

Software Mot Installed
Network SRYEE

* Instant Messaging

» Exception Lists

| e

Figure 69. Internet & Email Controls > Instant Messaging

2. Inthe Yahoo! Messenger section, click Install. A pop-up appears, indicating that IM
protection for the installation has completed.
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Installation Completed

You will now see ratings for links received when chatting with Yahoo
Messenger.

e

Figure 70. IM Protection Installation Completed

3. The IM protection is enabled by default. You will now see ratings for links received when
chatting with Yahoo Messenger. Click OK to close the pop-up.

Protection Settings

» Virus & Spyware Controls [ Check for security risks in links to websites receivedyia instant messaging
programs
¥ Internet & Email Controls
Windows Live Software Not Installed
Web Threats
Yahoo! Messenger Disabied (@) Enabked
S E T e AN (AOL) Software Not Installed
Network Skype Software Not Installed
* Instant Messaging
» Exception Lists.
Other Settings
Restore Default Settings [ oK ] [ Cancel ] Apply
J

Figure 71. Enable / Disable IM Protection
4. Click OK again to close the Titanium Protection Settings window.

5. Return to this window to disable the protection at any time. Simply move the slider to
Disabled, then click OK to save your changes.

Exception Lists: Programs/Folders
To add items to Exception Lists Programs/Folders:
Titanium lets you add programs, folders, or websites to exception lists so that scans will
ignore them. Adding programs or folders to exception lists can increase performance during

scans, while adding frequently-accessed websites can prevent unwanted blockage. Users are
advised to use exception lists wisely, as it may open computers up to more threats.

1. To add items to exception lists, click Exception Lists. Programs/folders appears by
default.
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Protection Settings

P Virus & Spyware Controls Scans and other kinds of monitoring will ignore anything you add to the list

(dradd] | Remove

[] Name-~ Tvpe

P> Internet & Email Controls

¥ Exception Lists

* Programsffolders

Websites

‘Wireless connection

e

Figure 72. Exception Lists > Programs/folders

2. Click +Add to add a program or folder to the exception list. A dialog appears, letting you
Add an Item.

Add an ltem

Click Browse... 10 find a file or folder that belongs on the list
[Browse—|

Figure 73. Add an Item

3. Click Browse to browse to the file or folder you wish to add. An Open dialog appears.

(%) Open 5
Look in UiFmwric - @02 eE
T Name = Date modified Type
= 1 6/22/20105:29PM  File folder
Recent Places | [l 1700 6/22/20105:29PM  Filefolder
= 2147283647 6/22/20105:20PM  File folder
wow 6/22/20105:29PM  File folder
Desktop | UlProfile 6/22/20105:30PM XML Doct
— ) uiseAgnt 5/12/201012:33 PM  Applicatic
= 7] uiWatchDag 5/12/201012:34 PM  Applicatic
Libraries (B uiWinMgr 5/12/201012:33 PM  Applicatic
2 utilUIOuterHelper.dll 5/12/201012:34 PM  Applicatic
L ¥ 5 utilUProfile.di 5/12/201012:33PM  Applicatic
Computer
:ﬁ\
@ ;
Network
File name: | - Open
Fies of type (i <) [ Concel |

Figure 74. Open Dialog

4. Select the item you wish to add, then click Open. This adds the item to the Add an Item
dialog.
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Add an ltem

Click Browse...to find a file or folder that belongs on the list

Browse... | C\Users\Michael\Downloads\tti_6.0_he_full-betat.exe

Figure 75. Add an Item (item added)

5. Click OKin the Add an Item dialog. The item is added to the exception list.

Protection Settings

(drada] [ ®renove
[ name~

» Internet & Email Controls

¥ Virus & Spyware Controls Scans and other kinds of monitoring will ignore anything you add to the list

Tupe

¥ Exception Lists | [] ciUserswichaenDownloadsiti_6.0_he_full-betal exe

File

* Programsfiolders

Websites

Wireless connection

o e

Figure 76. Item Added to Exception List

6. Toremove an item, check it, and then click the X Remove button.

7. Click Apply to save any changes, then OK to close the Titanium Console.

Exception Lists: Websites
To add websites to an exception list:

USvi.2

1. Inasimilar way, to add or remove a website from its exception list, click Exception Lists

> Websites in the Command Menu. The Websites exception list appears.

Protection Settings

P Virus & Spyware Controls Anyone is always allowed to open Trusted websites. Nobody may open Blocked
websites.
» Internet & Email Controls (dradd ] | 9 Remove
Website Response
¥ Exception Lists g -
[C]  nitp=i* antivirus. coms* Trust ]
Programsffolders [C]  nttp=4* humyo ber Trust Ej
i humyo.car Trust
- Websites O " “
[]  nitp=4* humyo cnr~ Trust i
Wireless connection [ ntp=s numyo co uke Trust Eif
] nttp= 4 humyo co zar Trust £l
] nitp* 4 humyo com cni* Trust £l
[ nttp*s* humyo.com Trust £
[ nttp* s humyo cz* Trust Ed
Other Settings [ T P 3

Cw ) o

Apply

]»

m

1

Figure 77. Exception Lists > Websites

2. Click Add to add a website. A dialog appears, letting you Add or Edit an Item.

3. Choose among the following options:
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a. Typeinthe URL you wish to add in the edit field.

Add of Edit an tlem

@ Acd e address (URL) of
hitp:

Imoort adaresses (URLS) fom youe Intemet Exploes Favories
Respans B

Biock

oo ) [ comm ]

Figure 78. Add or Edit an Item

Add or Edit an tem

Adthe acdress (URL) of a website

Figure 79. Import URLs from IE

c. Choose Block or Trust from the Response pop-up (for either option).

d. Click OK to save the option.

4. Click Apply to save your changes, then OK again to close the Titanium Console.

Exception Lists: Wireless Connection

Or select Import addresses (URLs) from your Internet Explorer “Favorites”.

USvi.2

Titanium Maximum Security allows you to add access points to the Wireless Connections
Exception List that Titanium may consider risky or dangerous. Wi-Fi hotspots added to the

list are considered trusted access points.

To add and remove a Wireless connection to the Exception List:
1.

that the network connection is risky or dangerous.

(1)) ? x|
® ,/ Risky Network Connection
s

‘You have connected to a network that does not require
authentication, which means that someone could potentially

menitor your computer. Please change to another wireless
network.

Name : cMce

What trigaered this warning?

Trust this network despite the risk

¢/ TREND. Titanium Maximum Security

Figure 80. Risky Network Connection
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When you attempt to log onto an access point, Titanium may give you a pop-up warning



2. If you know this access point probably isn’t risky, you may wish to add this network to
the Wireless Connections Exception List. To do so, simply click Trust this network
despite the risk and the site will be added to the list.

3. Later, you may wish to delete this from the Exception List. To do so, click the Settings
tool to open the Protection Settings screen. The Virus & Spyware Controls screen
opens by default.

4. Click Exception Lists > Wireless connection in the Command menu. The Exception List
for Wireless connections appears.

Protection Settings

¥ Virus & Spyware Controls You may always connectto any access peint (AP) listed below.
®
» Internet & Email Controls.
[[] ' Access point (aP) -~ ‘Security Level
¥ Exception Lists
Programs/olders
Websites
< Wireless connection
Restore Default Settings [ oK J [ Cancel ] Apply

Figure 81. Exception Lists > Wireless connection
5. Select the access point in the list and click Remove. Titanium deletes it from the list.

6. Click Apply to save your changes.

Other Settings: System Startup
By default, Titanium chooses the optimal settings when starting your computer. You can
change these settings.

To modify Other Settings > System Startup:

1. Click Other Settings in the Command Menu. The System Startup screen appears by
default, with Balanced Protection chosen by default (the screen below shows an
alternate choice).
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Other Settings = 2

System Startup © Extra Security

Security software drivers will load as soon as the computer starts, which
Network Settings makes the operating system launch more slowly.

(@ Balanced Protection (Recommended)
Smart Protection Network Only some security software drivers will load when the computer starts to
reduce delays.

Password (© Extra Performance
Security software drivers will load only after the computer has started to
z help the operating system launch more quickly.
Background Picture

( oK J ([ canca ] Apply

\

Figure 82. Other Settings > System Startup

2. Select among the following options:

e  Extra Security - Security software drivers will load as soon as the computer starts,
which makes the operating system launch more slowly.

e Balanced Protection - This is the default setting. Only some security software
drivers will load when the computer starts to reduce delays. Others will be loaded
later.

e Extra Performance - Security software drivers will load only after the computer has
started to help the operating system launch more quickly.

3. Click Apply to save your changes, then OK to close the Protection Settings window.

4. Restart the computer to apply the changes to your system.

Other Settings: Network Settings
To modify Other Settings > Proxy Settings:

1. Click Other Settings > Proxy Settings in the Command Menu. Proxy Settings appears,
with Use a proxy server and Use Internet Explorer Proxy Settings chosen by default.

Other Settings

System Startup [W] Use a proxy serverto connect to the Internet

(@) Use Internet Explorer proxy settings

Network Settings
(© Enterthe necessary proxy server settings

Smart Protection Network

(©) Use an automatic configuration script

Password

Background Picture

( oK ) [ cancar ] Apply

Figure 83. Other Settings > Proxy Settings

2. Select Enter the necessary proxy server settings to manually enter a proxy server’s
name, port, and credentials (if required).
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Other Settings

System Startup [¥) Use a proxy serverto connectto the Internet

Network Settings (©) Use Internet Explorer proxy settings

(@) Enter the necessary proxy server settings

Smart Protection Network

Proxy:

Password
Port

Background Picture Only enter these credentials if required:
User name

Password:

(© Use an automatic configuration script

[ o J[ e J[_wwr ]

\. J

Figure 84. Other Settings > Proxy Settings > Enter Settings

3. Orselect Use an automatic configuration script and enter the script in the Address field
provided.

4. Click Apply to save your changes, then OK to close the Protection Settings window.

Other Settings: Smart Protection Network
To share/not share feedback with the Smart Protection Network:

Titanium can provide feedback to the Smart Protection Network (SPN), to automatically
correlate and analyze information about threats found on your computer (and millions of
others), for better protection. By opting into the SPN feedback process, you improve yours
and others’ threat protection, since threats sent from your computer are immediately added
to the threat analysis/detection/prevention process, but the choice is yours to opt in or out.

1. Select Other Settings > Smart Protection Network from the Command Menu. The
threat information feedback panel appears.

Other Settings PR

System Startup [] share threat information with Trend Micro

Network Settings Trend Micro automatically correlates and analyzes information about threats
found on millions of computers to help better protect you. No personal

information is gathered or shared.
Smart Protection Network

Password

Background Picture

(o J[ caa J[ mm ]

\ J

Figure 85. Other Settings > Smart Protection Network

2. Check/Uncheck Share threat information with Trend Micro to opt in or out of the
feedback process. (This will be checked or unchecked depending upon the choice you
made to participate or not participate when you installed Titanium.)

3. Click Apply to save your changes, then OK to close the Protection Settings window.
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Other Settings: Password

To add or change your password:

Titanium allows you to add a password to protect your overall program settings, so only
those who know the password can make changes. For Titanium Internet Security (TIS) and
Maximum Security (MS), the password enables other functions, such as Parental Controls in
IS and MS and Trend Micro Vault in MS. See the two following chapters for details.

1. Select Other Settings > Password from the Command Menu. The Password screen
appears.

Ofher Settings ?

System Startup (/] Enable password protection to prevent unauthorized changes

Network Settings “You will need ta enter this password before changing program settings

Smart Protection Network Password

Confirm passward

Fill out the fields below in case you forget your password later

Background Picture
Password hint

Email address

[ oc  J[ cmear J[  wow ]

Figure 86. Other Settings > Password
2. Check Enable password protection to prevent unauthorized changes.

3. Enter your email address, a password, and the password again to confirm it. Titanium
gives you feedback on your password strength.

4. Fill out the Password Hint and Email Address fields in case you forget your password
later.

5. Click Apply to save the password changes, then OK to close the Protection Setting
window.
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Other Settings: Background Picture

Titanium allows you to change the background picture of the Titanium Console. You can use
backgrounds provided by Trend Micro, or customize the background using your own
pictures.

To change your Titanium interface:

Trend Micro Titanium

Gl e A

A
PC/Mobile Privacy

Protected

J You have access to the latest protection

Safety Summary

Security Summary: 0 threats stopped
Subscription: Facebook Privacy Scanner: off
B 8i1/2013
e Social Networking Protection: oft
Q, scan v [ il

3 support (€Y Account TREND

Figure 87. Tear Page

1. Using the upturned tear page, simply click it and drag it to the left to change the
background picture to another one provided by Trend Micro.

Trend Micro Titanium

A = A

A
Overview PC/Mobile Privacy

¥ support (€Y Account

Figure 88. Alternate Background

2. Alternately in the Overview screen of the Titanium Console, click the +icon in the
lower-right hand corner; or in Other Settings, select the Background Picture menu item.
The Background Picture editor appears.
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Other Settings ?

System Startup Slip into something more comfortable

7 MR Give your protection a whole new look by choosing one of the
Network Settings images below, or select one of your own to use instead.

( ok ] cancar ] Apply

Smart Protection Network

Password

Z

Figure 89. Background Picture Editor

3. Select any background picture provided and click Apply to save the new background, or
add a picture from your computer.

4. For the second option, click the Edit button to edit your user interface. The Select a
Picture dialog displays.

Select a Picture

image fle on your compuer, you can crop the picture fo make A8

Figure 90. Select a Picture

5. Click Browse to select a picture, then navigate to a folder containing your pictures.

@ Open 5
Look in: Sample Pictures - 0% @
s
i . — . | -
Recent Places z Ii - i A’I
Deskiop Chrysanthemum Desert Koala Penguins

=

Ligr;ries

[

:—E

Computer

A

l_& Jellyfish Tulips Hydrangeas Lighthouse
Network

Files of type: [images (-bmp:"ipg;"ipeg:” gf:"png) - [ concel |

&

Figure 91. Browse to Picture

6. Select your picture and click Open. The picture is loaded into the editor.
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7.

8.

9.

Select a Picture

After choosing an image file on your computer, you can crop the picture to make it it

Browse... | C\Users\PubliciPictures\Sample Pictures\Tulips jpg

T —

v!" \w’ B

|

STRERCCTOTCG NG

Sizing Tool

Cropping Tool
Figure 92. Cropping and Sizing

Use the Cropping tool to move the picture in the cropping area to the place in the
picture that you wish to display.

Use the Sizing tool to make your image larger or smaller. Click the (+) or (-), or drag the
slider.

When you’re done, click OK to close the editor.

10. Click Apply to save your Ul change, the OK to close the Background Picture tab. Your

new background picture appears in the Titanium Console.

Trend Micro Titanium

A =

A
PC/Mobile Privacy

Figure 93. Titanium Console with New Skin

11. You can return to the classic Titanium background at any time by clicking its icon in the

editor and clicking Apply, then OK.
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Other Settings (e
System Startup slip into something more comfortable
Z S Give your protection a whole new ook by choosing one of the
Network Settings images below, or select one of your own to use instead.

Smart Protection Network

Password =

s SN

Co ) ] oo

Figure 94. Classic Titanium Background

12. Click the Close box to close the Titanium Console.

Trend Micro Titanium

G = A

A
Overview PC/Mobile Privacy

Protected
You have access to the |atest protection

Safety Summary

Security Summary. 0 threats stopped
Subscription: Facebook Privacy Scanner: off
E 8112013

sl e Social Networking Protection: off

4

#3 Support (€ Account

Figure 95. Titanium Console

PC/Mobile: Rescue Disk

60

As noted in the installation section of this Product Guide, Titanium also provides the ability
to create a Rescue Disk for severe malware removal, either on a CD/DVD or a USB drive.
Rescue Disk boots to a Linux kernel, scans your computer for malware and rootkits, cleaning
them from your system, then reboots to Windows. Accessible through the scan result
window when needed through a hotlink, Rescue Disk is also available through the Computer
tab in the Titanium Console.
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Trend Micro Titanium

() =
PC/Mobile Privacy
PC & Internet Security Rescue Disk
@ —~
3 0,
(Y | |

Start a Free Trial

3 support @ Account

£\ Android Security
Get free Anti-virus for your Android™ A
‘ device.
[
1 Mac

Titanium for Mac

Protect your Mac from viruses, spyware,
and unsafe websites with Titanium for
a

Get Started

TREND

USvi.2

Figure 96. Computer > Rescue Disk

See Using Rescue Disk for Rootkit and Malware Removal in Chapter 3 for details on how to
use this tool.

Privacy: Facebook Privacy Scanner

The Facebook Privacy Scanner is turned off by default in Titanium Antivirus+ and Titanium
Internet Security and turned on by default in Titanium Maximum Security. If you haven’t
previously turned on the Trend Micro Toolbar (see the Internet & Email Controls: Web
Threats | Trend Micro Toolbar section above), which is necessary to use the Facebook
Privacy Scanner, follow the process below and it will be enabled when you turn on the
scanner.

To turn on the Facebook Privacy Scanner:

1. Double-click the Titanium shortcut on the desktop to open the Titanium Console. The
Titanium Console appears.

2. Do one of two things:

Trend Micro Titanium

A = A

A
Overview PCIMobile Privacy

Protected

V You have access to the latest protection
& s

Safety Summary

Security Summary: 0 threats stopped
Subscription: Facebook Privacy Scanner: o
E 8112013
R Social Networking Protection: off
Q scan | v | % |1l o

3 Support (@ Account ) TREND

Figure 97. Titanium Console | Facebook Privacy Scanner
> In the main Console window, click the Facebook Privacy Scanner Off link.

OR

61



Trend Micro™ Titanium™ 2013 — Product Guide usvi.2

Trend Micro Titanium

A = A

A o
Overview PCMobile Privacy

Facebook Privacy Scanner Social Networking
Protection

=

o @

OFF

3 support (Y Account ©) TREND
Figure 98. Privacy > Facebook Privacy Scanner
> Click the Privacy tab, then click the Facebook Privacy Scanner icon.

3. The Facebook Privacy Scanner window appears.

Facebook Privacy Scanner

Checks your Facebook privacy setlings ta help you share your Information only with the people
you choose

Figure 99. Facebook Privacy Scanner window

4. Click the slider from Off to On. A dialog appears, indicating that switching the feature on
will enable the Trend Micro Toolbar, which will appear when you re-start your browser.

Ready to Turn On the Trend Micro Toolbar

Switching on this feature will enable Trend Micro Toolbar. The toolbar will
appear once you restart the web browser.

Figure 100. Turn On Trend Micro Toolbar
5. Click Yes to turn on Trend Micro Toolbar.

6. Click OK to close the Facebook Privacy Scanner window.
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To use the Facebook Privacy Scanner:

Trend Micro Titanium

A = 3]

A
Ovenview PC/Mobile Privacy

Protected
You have access to the latest protection

Safety Summary

Security Summary: 0 threats stopped
Subscription: Facebook Privacy Scanner:
Expires on 8/1/2013

s Social Networking Protection: on

Qscan | v |&|ih

¥ support € Account

Figure 101. Facebook Privacy Scanner: Scan Now

1. Inthe Titanium Console main screen, click Scan Now. Titanium automatically loads your
browser and takes you to the Facebook login website.

facebook =&

Facebook Login
You must log in to see this page.

Email:
Password:
[ Keep me logged in

[Log in [T

Forgot your password?

English (US) Espafiol Portugués (Brasi) Francais (France) Deutsch Ttalians au=i B=dl 3(

Facebook

Mobile - Find Friends - Badges - People - Pages - About * Create an Ad * Create a Page - Developers * Careers * Privacy - Cookies - Terms * Help

Figure 102. Facebook Login Webpage

Speed up browsing by disabling add-ons. Choose add-ons Askmelater  + H

2. Ifyou’re using Internet Explorer, a dialog appears at the bottom of your window, asking
you to Choose add ons. Click the close box in the dialog to close it.

The 'Trend Micro Toelbar' add-on from 'Trend Micro, Inc.' is ready for use. Enable Don't enable

Figure 103. Enable Trend Micro Toolbar

3. Asecond dialog appears behind the first, telling you The ‘Trend Micro Toolbar’ add on
from ‘Trend Micro Inc.’ is ready for use. Click Enable to enable the toolbar.
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4. Login to your Facebook account. The Facebook News Feed page displays, showing
Titanium’s Facebook Privacy Scanner.

13 https oo £ - & & X || B Facebook
Fie Edt View Foortes Tooks Hep

% ) Trend Micro Toolbar

% Elsoggeted stes v &) Galery > 5
fachOOk : — E
- Trend Micro Titanium Maximum Security
I
Worried about your privacy on Facebook? [T Presentation on June 14
EAVORLIES. Get recommendations for your privacy settings that can help make you less visible to ey oket
) News Feed strangers. Leam more
& Messages Sponsored See Al
T Events 1 Check My Privac ) 1Ren0
m < My Privacy [ @ Go VisitDenmark
&, Find Friends

y Want to bike in
I oo

= contest now for a chance
Update Status [(§) Add Photo / Video &' Ask Question

CPH to come ride with us!
I8 Musc What's on your mind? TR
G Goodreads soRt ~
(F Pokes 1 - @ Occupy your credit card

Barclaycard is changing

>
19} Apps and Games ‘] o~ —
‘a forum to collectively imagine our communities free from ez § e way credt cenks
& PoF Creator S , work, to give you more
advertisements' - Oh ya! I'm going to have some fun here. .

e control. See how.
@ sty h 6 =
@ Sideshare @ http://freethebillboards.tumblr.com/
[@ Photos @ You-A Bestselling Author?
o FREE THE BILLBOARDS Get free videos on how
1] Santa Rosa IONS 1 fr m Jack Canfield sold 500
= W s s weren't for 2 million coples of Chicken
7 Create Group. v : -’ Soup for the Soul
7 Writer's Comner o
b omment - Share ¢ Jewish Africa Vol

9 oy Lo Chat

Rise v

Figure 104. Facebook > Check My Privacy

5. Click Check My Privacy. Facebook returns the results, indicating when you have privacy
concerns.

prvacy O - @ & X | ) povacy Sectings

Fle Ede View fovoites Took Hep
% ) Trend Mo Toolbr =

o ¢ BB es v @) Web Sice Gablery » 5 v B) vt #m v Pagev Sefetyv Tookv @
Privacy Settings

Trend Micro Titanium Maximum Securty

Worried about your privacy on Facebook?

Get recommendations for your privacy settings that can help make you less visible to strangers
&/ Check My Privacy

@) vou rave 3 ot prvacy concems

See Results.

Clear results

¥, 1reno
Figure 105. Facebook > See Results

6. Click See Results. Your Facebook page scrolls down, highlighting the areas where
Titanium indicates potential security concerns.
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4. How You Connect
Control how you connect with people you know. Edt Settngs

Timeline and Tagging
Control what happens when friends tag you of your content, o post on your timeline.

B2 Ads, Apps and Websites F 1 Privacy Concerns
Manage your settings for ads, 3pps, games and webstes, QY eat setungs

B Limit the Audience for Past Posts
Limit the audience for posts you shared with friends of friends or Public Manage Past Post Visibility

@ Blocked People and Apps
Manage the people and apps you've blocked. Manage Blocking

2 - Engiish (US) About * Create an Ad * Create a Page - Developers -~ Careers - Privacy * Terms * Help

1 Chat (2)

Figure 106. Facebook Privacy Concerns

USvi.2

7. Click Edit Settings for the setting with Privacy Concerns. The Facebook Setting Editor

appears, letting you edit the settings.

Timeline and Tagging

?
Who can post on your timeline? Changing this setting to

"On" can help protect
Who can see what others post on your timeline? Your privacy. m

Review posts friends tag you in before they appear on your timeline & off >

Who can see posts you've been tagged in on your timeline? 1 Friends of Friends

Review tags friends add to your own posts on Facebook o >

Who sees tag suggestions when photos that look like you are

uploaded? Friends >

Figure 107. Titanium Advice

8. Click the right-arrows to edit the particular settings with warnings. The Setting Editor

opens, allowing you to make your changes.
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10.

11.

12.

Timeline Review

Timeline Review controls whether you have to manually approve posts you're
tagged in before they go on your timeline. When you have a post to review, the
Needs Review tab will appear on your timeline.

Note: You can still be tagged, and tags may appear elsewhere on Facebook.

2 - ol =

Figure 108. Facebook Change Setting

In this example, we’ve enabled the Timeline Review setting. Click Back to change more
settings.

Scroll down the Facebook page to see more privacy concerns highlighted by Titanium,
then edit the settings that need editing.

Timeline and Tagging

Who can post on your timeline?
Who can see what others post on your timeline? 3 Friends of Friends ~

Review posts friends tag you in before they appear on your timeline on >

Who can see posts you've been tagged in on your timeline? 3 Friends of Friends ~

Review tags friends add to your own posts on Facebook on >

Who sees tag suggestions when photos that look like you are

uploaded? Friends >

Figure 109. Facebook Settings Editor > Done

When you’re finished making your changes, click Done to close the Facebook Settings
editor.

Titanium provides ongoing protection for Facebook. At any time, you can run another
Facebook Privacy Scan on your Facebook page to check your Facebook security settings.



Trend Micro™ Titanium™ 2013 — Product Guide usvi.2

Privacy: Social Networking Protection

Titanium Antivirus+ 2013 includes Social Networking Protection that keeps you safe from
security risks when visiting the most popular social networking sites including Facebook,
Google+, LinkedIn, Mixi, MySpace, Pinterest, Twitter, and Weibo. In Facebook, you can also
warn a friend when a link is dangerous. The scanner is turned off by default in Titanium
Antivirus+ and Internet Security, but on in Titanium Maximum Security.

To enable Social Networking Protection:
1. Double-click the Titanium shortcut on the desktop. The Titanium Console appears.
2. Do one of two things:

Trend Micro Titanium

A = A

A
Overview PC/Mobile Privacy

Protected

J You have access to the |atest protection

Safety Summary

Security Summary: 0 threats stopped
Subscription: Facebook Privacy Scanner: Off
E 81112013
ADHRS il St Social Networking Protection:
Qs | v | |ih 4

3 support € Account ) TREND

Figure 110. Social Networking Protection

> In the Titanium Console, click the Social Networking Protection Off link.

Trend Micro Titanium

(3] -
PC/Mobile Privacy
Facebook Privacy Scanner Social Networking
Protection
OFF OFF

¥ support €Y Account TREND,

Figure 111. Privacy > Social Networking Protection
OR
> Click the Privacy tab, then Social Networking Protection.

3. The Social Networking Protection screen appears.
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4.

Social Networking Protection

Social Networking Protection keeps you safe from security risks when visiting the most popular
social networking sites. (i)

esca u A
) i o

i

Lo ) cma )

Figure 112. Social Networking Protection > Off
Click the slider from Off to On to enable the function.

Social Networking Protection

Sotial Networking Protection keeps you Safe from s ecurity risks when visiting the most popular
social networking sites. (i)

S e @ safe *
L e

A

Feel free o open this page

Trend Micro Page Rating

Figure 113. Social Networking Protection > On

USvi.2

Click OK to save your changes. A dialog appears, asking if you’re Ready to Turn On the

Trend Micro Toolbar.

Ready to Turn On the Trend Micro Toolbar

Switching on this feature will enable Trend Micro Toolbar. The toolbar will
appear once you restart the web browser.

(v JL w ]

Figure 114. Ready to Turn On the Trend Micro Toolbar

Click Yes to turn on the Trend Micro Toolbar. The toolbar will appear once you restart
the web browser. In Internet Explorer, a popup appears at the bottom of your browser,

letting you enable the plugin.
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Figure 115. Enable Trend Micro Toolbar

Click Enable to enable the Trend Micro Toolbar add-on.

&8 htte//ph yshoo.com/ Ip= us O - B & X | & Yahoo! Philppines

Fle Edt View Favorites Tools x| ) Trend Micro Toolbar +

Go to Yahoo.com

“Y'A'Hool [ o p— — s

.o
PHILIPPINES

Figure 116. Toolbar Menu Items

USvi.2

Select Rate links on web pages (selected by default), or Rate links on mouseover to

enable the features. For the latter, an additional pop-up appears in IE.

I—‘ This webpage wants te run the following sdd-on: Trend Micro TrendSecure’from Trend Micr, Inc,  What's the risk? Aow v x }W'

Figure 117. Trend Micro TrendSecure

Click Allow to enable the Trend Micro TrendSecure add-on. Now, when you mouse-over

a link, Titanium will scan it in real-time and provide you with a rating.
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Figure 118. Safe Trend Micro Page Rating
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@cooperativeventures.com

0O com >
8 X
Untested
‘cooperativeventures.com
carev| hitp:ficooperativeventures.com/
Creat Trend Micro has not yet tested this page, and
bene cannot show a rating for it right now.

Click here to check the URL yourself.

Trend Micro Page Rating

and market links

Wentures Cooperative shall
peration and the use of ...

a | E Learning, Home, About

Figure 120. Untested Trend Micro Page Rating

activities: 1) provides advisory

10. Simply position your mouse over the checkmark to view details about the rating.
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11.

12.

13.

Note too, that when a URL posted on Facebook is rated as dangerous by Titanium, you
can warn your friend about it.
11 =3 0sig ) ==

(So— % o
iﬁl Ewvweni=
@ Social Fixer Neaw

S
1 App Center

Figure 121. Dangerous URL on Facebook Detected by Titanium

Below the dangerous URL, click the link Warn your friend about this post. Titanium
adds the warning to the comment field.

= mMusic

o= Pokes
[Fa ~ds rMamnager

SR LN s

e trernd

Figure 122. Warn a Friend About the Dangerous URL

Click Enter to post the warning. Titanium posts the warning along with a Welcome link
from Trend Micro. The user is advised to remove the dangerous link and to scan their
computer for security threats.

e N L R E-T [ N

= Pokes

[F3 Ads Manager

= Ta 0] ==
lz2 itTend

Figure 123. Dangerous URL Warning Posted on Facebook
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Chapter 5: Trend Micro Titanium Internet Security

Protection Overview

Trend Micro Titanium Internet Security provides everything included in Trend Titanium
Antivirus+, but adds some significant protections and tools, outlined below. To enable all
functions, you need a paid version of Titanium Internet Security.

Thanks for choosing Trend Micro Titanium Internet Security x

Do you own a Mac, Android phone, or Android tablet?

Your subscription includes protection for them as well!
Stay safe no matter how you connect to the Internet.

Trend Micro Android Security : Q

-Hi bt [

(@< m| Titanium Internet Security for Mac .
) U

D Don't show this page again

Figure 124. Titanium Internet Security Welcome Screen

Trend Micro Titanium Internet Security

A = A 6

J A
Overview PC/Mobile Privacy Family

Protected
You have access to the |atest protection.

Safety Summary

Security Summary: 0 threats stopped
Subscription: Facebook Privacy Scanner: off
E 8/18/2013
- Social Networking Protection: Off

4

4% Support 0 Account

Figure 125. Trend Micro Titanium Internet Security Console
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Trend Micro Titanium Internet Security

A = A

Overview PCﬂv{abrle Privacy

PC & Internet Security System Tuner Rescue Disk

P> -
‘&’J‘ m kS

4= Android Security Titanium for Mac
Get free Anti-virus for your Android™ & Protect your Mac from viruses, spyware,
device. and unsafe websites with Titanium for
Mac.
Mac

Start a Free Trial Get Started

>
23 Support 0 t

Figure 126. PC/Mobile > System Tuner

Trend Micro Titanium Internet Security

A (]

A "
Overview PC/Mobile Privacy Family
Data Theft Prevention Secure Erase
T
OFF OFF

Trend Micro DirectPass

Securely manage up to 5 account passwords.

Start a Free Trial

£% Support GAchunl ©) TREND

Figure 127. Data > Data Theft Prevention | Secure Erase | DirectPass

Trend Micro Titanium Internet Security

) = (3

A
PC/Mobile Privacy

Parental Controls

Trend Micro Online Guardian

‘ @ Check how your kids use social networking sites like Facebook.

Start a Free Trial

23 support 0 Account

Figure 128. Family > Parental Controls | Online Guardian

Note: Titanium Internet Security Additional Features: System Tuner, Data Theft
Prevention, Secure Erase, Parental Controls. Additional Offerings: DirectPass,
Online Guardian; Free Trial - Android Security; 3-device Option - Titanium for Mac
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ADDITIONAL TOOLS FOR TITANIUM INTERNET SECURITY PAID VERSION
System Tuner

Titanium Internet Security adds the System Tuner, which can improve PC performance by
cleaning up temporary files, registries, and the Start-up Manager.

Data Theft Prevention

With its Data Theft Prevention feature, Titanium Internet Security allows you to prevent
data leakage (from email and instant messaging tools) or data theft (from tools such as
keyloggers).

Secure Erase

Titanium Internet Security also adds Secure Erase, which shreds computer files that have
sensitive information, making it impossible for an unauthorized person to recover them.

Parental Controls

Titanium Internet Security allows parents to restrict access to websites by users, rule sets,
and categories. Parental Controls also gives parents the ability to limit the amount of time
their child is allowed to use the Internet. Titanium’s Parental Controls tap into Windows User
Accounts, assigning each rule set to a specific user.

DirectPass

Titanium Internet Security provides a free 5-account version of Trend Micro DirectPass, a
password manager that helps you to manage all your online credentials. Titanium Internet
Security users can buy the full version for unlimited password management.

Online Guardian

Titanium Internet Security users are also provided easy access to a 30-Day Free Trial version
of Trend Micro Online Guardian for Families. Online Guardian lets parents manage and
monitor their kids internet usage and includes a full monitoring system for social networking
sites.

PC/Mobile: System Tuner

74

Titanium Internet Security (and Maximum Security) provides a System Tuner that can help
you recover disk space, make Microsoft Windows start faster, clean up your instant
messaging history, and optimize your computer’s performance. You can also plan scheduled
tune-ups that can automatically keep everything running smoothly.

To perform a System Tune-up:

1. Click PC/Mobile > System Tuner in the Console.
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Trend Micro Titanium Internet Security

A ()

=
Ovenview PCMobile Privacy

PC & Internet Security System Tuner Rescue Disk

@ |[m o

o Android Security Titanium for Mac
Getfree Anti-virus for your Android™ % Protect your Mac from viruses, spyware,
device. and unsafe websites with Titanium for
ac.
Mac
Start a Free Trial Get Started

4% Support 0 Account

Figure 129. PC/Mobile > System Tuner
2. The System Tuner introduction appears.

System Tuner P,

Introduction
System Tuner can help you recover disk space, make Microsoft Windows start faster, clean up

your instant messaging history, and optimize your computers performance. You can even plan
scheduled tune-ups that can automatically keep eventhing running smoothly.
With System Tuner, you can easily getihe most out of your computer.

[_] Dont show this intraduction again

Figure 130. System Tuner Introduction

3. Click OK to close the window. The System Tuner settings screen appears.

System Tuner (o

System Tuner will improve your computer's performance and help protect your privacy based on
your selections below. Click Perform Tune-up to begin.

- Performance

V) Disk space ©
(O] Startup proarams (&
SetSchadule [ System registry ()

Privacy
() Intemet privacy (D)
(] Sofware histories (@)
[[] Instant messaqing privacy (i)

[ Perform Tune-up ] [ Cancel ]

\

Figure 131. System Tuner Performance / Privacy Settings

4. You can define how System Tuner works by checking a Performance or Privacy item and
modifying the settings for the following options:
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5.

6.

Table 6. System Tuner Options

Performance Options ‘

Disk Space

Description

You can regain disk space by removing Windows, Internet, and
Update Temporary files and Recycle Bin contents.

Startup Programs

Remove Startup Programs or Processes.

System Registry

Privacy Options ‘

Internet Privacy

Remove unused, broken or invalid entries from the Registry
that can affect the computer’s stability and performance.

Description

Delete history of websites visited, AutoComplete records,
Google toolbar search history, and website cookies.

Software Histories

Delete the list of files opened by Microsoft Windows Search,
Windows, Office, Media Players; also the list of programs and
files recently opened or from the Windows Start Menu list.

Instant Messaging
Privacy

Remove chat histories, recent screen names, transaction logs,
and user profiles from instant messengers.

Click Perform Tune-up. The Tune-up process begins first by creating a System Restore
Point; it then performs the Tune-up.

System Tuner
Performing Tune-up...

Tuner must change or remove a large number of fles:

o~

\

You can keep using your computer while the System Tuner works. The progress bar may pause from time to time if System

< Creating restore point

?

Cancel
J

Figure 132. System Tuner Performing Tune-up / Creating Restore Point

When the System Tuner has completed its tasks, it indicates that the Tune-up
Completed, providing a list of what it did (depending upon what you selected).
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System Tuner (s s

Tune-up Completed

System Tuner has successfully tuned up your computer

AN Performance Disk space recovered 23601 MB
= Startup programs disabled 0 programs
Registy changes 12 entries
(] Privaey Internet data removed 40 Tiles
& Software histories deleted 0 histories
Instant messaging files removed 0 items:
@ 4 Restore Point «#Created Successfuly

System Tuner cannot modify files currently in use or files that you do not have permission to change. Click here for more
details

Figure 133. Tune-up Completed

During the system tune-up process, a dialog will ask if you wish to create a tune-up
schedule.

System Tuner

Would you like to schedule a monthly tune-up to help keep your computer
in peak condition?

Figure 134. System Tuner Dialog

Click Yes to set up a schedule. However, you can also set up a System Tuner schedule by
clicking Set Schedule in the System Tuner panel in the main Titanium Console.

System Tuner Qi

System Tuner will improve your computers performance and help protect your privacy based on
your selections below. Glick Perform Tune-up to begin.

. Performance

[¥ Disk space (D
[ startup programs (&)
[ System registry ()
Privacy
[ Intemet privacy (0
[ software nistories (i)
[[J Instant messaging privacy ()

[ Perform Tune-up ] [ Cancel ]

Figure 135. System Tuner > Set Schedule
Either way, the scheduler appears, with the toggle set to On.
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System Tuner ?

Setthe Tune-up Schedule

— Day ofthe month [15 =
at | 1200 PM [=]
Decide whatthe scheduled tune-up should do
Performance
[ Disk space ()

@®

m [ System registry @)

Everymantn enthe 15 ©1VACY
at 12:00 Pl -
) Intemet privacy
[[] Software histories ()

[ Instant messaqing privacy (©)

Cancel
Figure 136. System Tuner Schedule On

9. Select the Day and Time you wish to perform the automatic tune-up using the pop-up
menus. The default day and time is the 15" of the month at 12:00PM.

10. Click Performance and Privacy links to select subcomponent options. The
subcomponents list appears.

B Disk Space Options

You can regain disk space by remoning the following unnecessary fles from your computer.
| Temporary Windows Files
| Temporary Intemet Files.
| Windows Update Temporary Files
| Recyde Bin Contents

Figure 137. System Tuner Subcomponents (Disk Space Options)
11. Check the checkbox of component(s) to include them in the tune-up. (See figure above.)
12. Click OK to save your changes.
13. Titanium creates a System Restore Point before it makes any changes to your system,
enabling you to go back to a previous restore point at any time.

System Tuner ?

System Tuner will improve your computer's performance and help protect your privacy based on
your selections below. Click Perform Tune-up to begin.

- Performance &

[ Disk space (&

Go back to a previous restore point

(] Startup programs @
Every month on the 15th i
112.00 Pl [V system registry (i)

Privacy
[ Intemet privacy (0
[ Software histories (i)

[[] Instant messaging privaey (i)

[ Perform Tune-up ] [ Cancel ]

Figure 138. Go back to a previous restore point

14. Click Go back to a previous restore point to restore the computer to its previous state.
The Choose a Restore Point window appears.
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15.

16.
17.

System Tuner
Choose a Restore Point
Select a restore point and click Next to begin.

@ 622012 Manual Tune-up - 4:05 P
4 Tuesday (Disk space, Internet privacy, System registry)

You can easily undo the changes made by System Tuner during a tune-up.

USvi.2

Figure 139. Choose a Restore Point

Select a date using the radio buttons and click Next. The Confirm Restore Point window

appears.

System Tuner
Confirm Restore Point
select a different restore point instead

files or programs

1 | 6122012 - Tuesday - 405 P (Wanual Tune-up)
(Disk space, Internet privacy, System registry|

Click Restore Now to return your computer to the restore point shown below. Click the date to

This pracess will unda any changes made to your computer of programs, and affects no other

Returning to the selected restore point may take a few minutes, and the computer will restart.
Please save any open documents and close any other programs currently running.

J

Figure 140. Confirm Restore Point

Click Restore Now to restore to the chosen Restore Point.

Restoring to the selected restore point may take a few minutes and the computer will
restart. Save any open documents and close any programs before restoring to the

Restore Point.
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Security Report: System Tuner

Once you have conducted one or more system tune-ups, you can view a System Tuner

80

Security Report.
To view a System Tuner Security Report:

1. Open the Titanium Console.

Trend Micro Titanium Internet Security ?-

a B (3] a ] 2

A
Ovenview PC/Mobile Privacy Family

Protected
You have access to the latest protection

Safety Summary

Security Summary: 0 threats stopped
Subscription: Facebook Privacy Scanner: Off
Expires on 8118/2013
2l Social Networking Protection off

¥ support Y Account O IRE

Figure 141. Security Report Tool

Qscan | v @}E a

2Z
o

USvi.2

2. Click the Security Report tool. The Security Report appears, with Threats selected by

default.

3. Select the System Tuner icon in the left-hand Command Menu. The System Tuner

Security Report appears.

Security Report

Last tune-up: 6/12/2012 4:05 PM (Manual Tune-up)

3 [,, |

Threats

8

Parental

«# Created Successfully
Go back to a previous restore point

Controls.

Performance Disk space recovered 236.01 MB
Startup programs disabled 0 programs
@ Regisiry changes 12 entries
Privacy Internet data removed 40 files
System Tuner Software histories deleted 0 histories
Instant messaging files removed 0 items
3
E Show this report monthly View detailed logs

A

Figure 142. System Tuner Security Report

Security Report will provide a summary and details.

5. Click Go back to a previous restore point to perform a restore.

Depending upon which System Tuner jobs have been conducted, the System Tuner

6. Note that Show this report monthly is preselected to show it monthly on the first of
each month. You'll be notified when the report is ready.
7. Click View detailed logs to see the detailed logs for System Tuner.



Trend Micro™ Titanium™ 2013 — Product Guide usvi.2

Logs 7 O
View: |System Tuner [+] Total records: 8 K Remove all [ Export
Date/Time ltem Resulis

B6/12/2012 4:05 PM Internet privacy Successfully removed

B2/2012 4:05 PM System Registry Successfully removed

B12/2012 4:05 PM ‘Windows Update download temp file Successfully removed

B6/12/2012 4:05 PM Temporary Files Successfully removed

B2/2012 4:05 PM Temporary Internet Files Successfully removed

B12/2012 4:05 PM Temporary Files Unable to remove

6/12/2012 405 PM Temporary Internet Files Unable to remove

B2/2012 4:05 PM Restore Point Successfully created

Any data more than 30 days old will be deleted automatically. .

Figure 143. System Tuner Logs
Click Remove all to remove the logs.

Click Export to export the log in .CSV or .TXT format.

Data: Data Theft Prevention

Data Theft Prevention prevents hackers and spyware from stealing sensitive data like credit
card numbers, passwords, and email addresses. It can also stop children from accidentally

sending out personal information through email, via instant messaging, or to untrustworthy
websites.

To activate Data Theft Prevention in Titanium Internet Security (or Maximum Security) you
first have to enter an email address and password. See the previous section for Titanium
Antivirus+ to obtain instructions on doing this.

To activate Data Theft Prevention:

1.

Click Data tab in the Console. The Privacy screen appears, showing the tools available.

Trend Micro Titanium Internet Security ?- _ X
A = M &
(}) = )
Overview PCMobile Privacy Family
Data Theft Prevention Secure Erase
n //
Ll
e
OFF OFF

Trend Micro DirectPass

@ Securely manage up to 5 account passwords.

Start a Free Trial

3 Support (@Y Account ©) TREND

Figure 144. Data Theft Prevention

Note: This screen also presents an offering for Trend Micro DirectPass, our secure

password manager that lets you manage all your online credentials using a single
master password. Click Start a Free Trial to get started with a five-password
version of DirectPass.
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2. Click the Data Theft Prevention button. Titanium provides you with an introduction to
Data Theft Prevention.

Data Theft Prevention ?

Introduction

Data Theft Prevention prevents hackers and spyware from stealing sensitive data like credit
card numbers, passwords and email addresses. It can also stop children from accidentally
sending out personal information through email, via instant messaging, or to untrustworthy
websites.

@[HD

[] Don't show this introduction again

Figure 145. Data Theft Prevention Introduction

3. Click OK to close the introduction. The Password screen appears.

Select a Password X

You will need to enter this password before changing program setings or using certain features.

Password

Confirm password

Fill outthe fields below in case you forget your password later.
Password hint

Email address:

Figure 146. Select a Password

4. Enter your password and confirm it. Fill out the Password hint and Email address, in

case you forget your password later. This will enable Trend Micro to send you a new
password. Then click Create. The Data Theft Prevention settings screen appears, with
the toggle set to Off by default.

Dala Theft Prevention ?

Stop protected data from going into web pages, email messages, of instant messaging. Use the
pre-tefined categories below, or add new anes of your own.

Puiting just part of a word or number on the list below can still protect the whole thing. For

example, providing just the last ten digits of your credit card can block spyware from geting the
entire numoer.

n
= e
L o @)

Category Whatto Protect
Email address

Phone number

Credit card

f o ) o)

Figure 147. Data Theft Prevention On

Click the slider to On to enable Data Theft Protection.
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8.
9.

Titanium Internet Security provides you with some suggested categories such as Email
address, Phone number, Credit card. You can edit any category name by typing over it.

In the What to Protect column, type the actual data you wish to protect; for example, in
the Email address field you might type john.doe@yahoo.com.

Click +New Category to add a new category.

Click the trashcan in the right-hand column of What to Protect to delete any category.

10. Click Ok to save your changes/additions.

DTP Limitations

Data Theft Prevention won’t protect the receiving data via POP3 traffic.

Data Theft Prevention monitors HTTP traffic (ports 80, 81, 8080, and any proxy server
port you configure in your Microsoft® Internet Explorer® settings), but not HTTPS traffic
(i.e., encrypted information cannot be filtered, such as webmail).

Data Theft Prevention uses SMTP on TCP port 25/587 and is blocked as spec. TLS and
SSL encryption authentication don't block as spec. Most free webmail programs provide
TLS and SSL encryption authentication such as Hotmail, Gmail, and Yahoo! Mail.

Data Theft Prevention doesn’t monitor “IMAP” traffic as spec. An IMAP server is
generally used with programs such as Microsoft Exchange Server, Hotmail, Gmail, AOL
Mail.

Data Theft Prevention can protect a maximum of 20 entries that have different data and
categories.

Data: Secure Erase

Deleting a file just removes the directory information used to find it, not the actual data. The
Secure Erase function first provided in Titanium Internet Security (an also in Maximum
Security) overwrites the unwanted file with data, so no one can retrieve the contents; while
Permanent Erase overwrites the unwanted files making seven passes (overwriting the files
21 times, meeting US Government Security Standards).

To enable Secure Erase / Permanent Erase:

1.

Click Data > Secure Erase.
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Trend Micro Titanium Internet Security

A (s

A
Overview PC/Mobile Privacy Family

Data Theft Prevention Secure Erase

L -5

OFF OFF

Trend Micro DirectPass
Securely manage up to 5 account passwords.

Start a Free Trial

¥ support Y Acc

Figure 148. Privacy > Secure Erase

The Secure Erase Introduction window appears.

Secure Erase -

Introduction
Deleting a file just removes the directory information used to find it, not the aciual data
Secure Erase overwrites unwanted files with random data, $o that nobody can retrieve the

contents. For extra peace of mind, the Permanent Erase option overwrites files seven times, and
meets United States Federal Government data security standards.

To use this feature, right-click any file and select Delete with
Secure Erase.

[ | Froperin
|
[C] Dontshow this introduction again

Figure 149. Secure Erase Introduction

USvi.2

Click OK to close the Introduction window. The Type of Erase window appears, with

Quick Erase selected by default.

Secure Erase 7

Use Secure Erase to delete unwanted files so that nobody can ever open them again. Te use this
feature, righi-click any file and select Delete with Secure Erase.

Type of Erase

e @ quick Erase
Moving a file into the Recycle Bin does notimmediately delete all of the data it contains. The

m Quick Erase option overwrites a deleted file to prevent it from being recovered later.

© permanentErase

The Permanent Erase option gives exfra peace of mind by overwriting the deleted file seven
times. This option usually takes longer, but offers the most secure way to remove data from
your computer,

Figure 150. Type of Erase

Move the slider to On to enable the function.

Keep Quick Erase or select the Permanent Erase button.

Click OK to save your changes.
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To Secure/Permanent Erase a file:

1. Right-click a folder or file to perform a Quick/Permanent Erase. A file processing popup
appears.

Music library

Sample Music

Name . Contributing artists ~ Album # Title

e *nja Tuna 1 Kalimba

Play S

&} e Music, Vol. 1 2 Maid with the Flaxen H...
Add to Windows Media Player list 3

E} © b Acti 3 Sleep Away
Open with »

Share with b

) Scan for Security Threats
) Delete with Secure Erase

Restore previous versions

Sendto »
Cut

Copy

Create shortcut
Delete

Rename

Open file location

Properties

Figure 151. Right-click File for Secure Erase
2. Select Delete with Secure Erase / Permanent Erase.

3. The folder or file is securely deleted.

Family: Parental Controls

The Parental Controls tool in Titanium Internet Security (and Maximum Security) lets you
protect your children from inappropriate websites, limit their time on the internet, and see
detailed reports about what they do online, without having to look over their shoulders.

To enable Parental Controls in Titanium Internet Security you first have to enter an email
address and password. See the previous section on Data Theft Prevention to obtain
instructions on doing this.

To enable Parental Controls:

1. Click the Family tab in the Titanium Console. The Family screen appears.
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Trend Micro Titanium Internet Security ?-

) = (2] | &

A
PCMobile Privacy Family

Parental Controls

Trend Micro Online Guardian

@ Check how your kids use social networking sites like Facebook

Start a Free Trial

¥ support €Y Account ¢ TREND

Figure 152. Family > Parental Controls

Note: This screen will also display a Free Trial message about Trend Micro Online

Guardian, which provides enhanced controls for monitoring family internet usage.
Click Start a Free Trial to get started with a 30-Day Free Trial of Online Guardian.

2.

3.

4.
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Click the Parental Controls button in the Family screen. The Parental Controls
Introduction screen appears.

Parental Controls ?
Introduction
You can easily protectyour children frem inappropriate websites, limittheir time on the internet,

prevent specific programs from running at certain time, and see detailed reports about what they
do online, without having to look over their shoulders.

["] Dontshow this intraduction again

Figure 153. Parental Controls Introduction

Read the instructions and click OK to continue. A screen appears for you to enter your
Password.

Trend Micro Titanium Internet Security

Please provide your password to continue.

Password:

Show your password hint
Retrieve your password by emai

Figure 154. Enter Password

Enter your Password and click OK. The Parental Controls Get Started screen appears.
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6.

Parental Controls £ — A

Set Up Protection for Your Family
o Get Started | 2| Website Filter Rules | 3 TimeLimits 4 Program Controls | 5 Finish Up

In just afew moments, you can limit what kinds of websites your kids may open, decide when they can use the web, and block
programs from running.
Click the button below to get started.

Do your children have their own Windows Us er Accounts for this computer?

Learn more about Windows User Accounts

Figure 155. Parental Controls Get Started

Important note: the screen asks Do your children have their own Windows User

Accounts for this computer? If they don't, click the link on the question to create them,

so your various settings can be assigned to the proper child. The Parental Controls >

Add Windows Account screen appears.

Parental Controls

Choose which children you want to protect on the list below. Providing nicknames and photos can help make
keeping track of everyone easier.

Account selected: 1 ‘& Refreshi

@ ickname Michael

Windows account  Michael

Change picture

[ £dd Windows Acsount |

[ 0K ] [ Cancel

Figure 156. Parental Controls

In the lower left-hand corner, click Add Windows Account. The Windows User Accounts

Control Panel appears.
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P
{_J{_) 8 » Control Panel » User Accounts and Family Safety » User Accounts

Control Panel Home
Make changes to your user account

Manage your credentials
Create a password for your account
Create a password reset disk

Link online Ds

Michael

Administrator

Change your picture

& Change your account name

Manage your file encryption

certificates & Change your account type

Configure advanced user

profile properties %' Manage another account

Change my environment = = I
o W) Change User Account Control settings

See also

#) Parental Controls

Figure 157. Windows User Accounts

7. Click Manage another account. The Manage Accounts screen appears.

[E=8 Eol 5|
)

@'\Jv\.ﬁ« User Accounts and Family Safety » User Accounts » Manage Accounts ~ [43][ Seal

Choose the account you would like ta change

Michael

Administrator

Guest
Guest account i off

Create a new account.

What is a user account?

Additional things you can do
@ Set up Perental Controls

Go to the main User Accounts page

Figure 158. Windows Manage Accounts

8. Click Create a new account. A window to create an account appears.
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9.

10.
11.

@\.}'li <« User Accounts » Manage Accounts » Create New Account

Name the account and choose an account type
This name will appear on the Welcome screen and on the Start menu
New account name

@ Stendard user

the security of the computer.

©) Administrator

notification settings, be asked to password or

Standard account users can use most software and change system settings that do not affect other users or

Administrators have complete access to the computer and can make any desired changes. Based on

before

making changes that affect other users,
We recommend that you protect every account with a strong password.

Why is a standard account recommended?

e

Figure 159. Name the Account

USvi.2

Type a name for the account (e.g., John), leave the default Standard user selected, and

click Create Account. This creates the standard user account named John.

[o][O =]

@Uv\jﬂ« User Accounts and Family Safety » User Accounts » Manage Accounts

Choose the account you would like to change

Michael

Administrator

John

Standard user

Guest
Guest account is off

Create a new account

What s a user account?

Additional things you can do
&) Setup Parental Controls

Go to the main User Accounts page

Figure 160. Standard Account - John

r

Click the Close box to close the Manage Accounts window.

Back in the Select Kids to Protect window, click the Refresh link if the new account is
not showing. The John account now appears in the list.
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12.

13.

14.

15.

Parental Controls

Choose which children you want to protect on the list below. Providing nicknames and photos can help
make keeping track of everyone easier.

Account selected: 1

[} Nickname John |
o
Windows account:  John

Change picture

D Nickname ‘M\cnﬂel |
W/ -

Lo ) [ oma ]

n

Figure 161. Guest Account Listed

Uncheck the account you’re logged on to, check the John account, and click OK. A
popup appears, telling you “You have not set the rules for one or more users. Let’s set it
up now.”

Parental Controls

You have not setthe rules for one or more users, let's setit up now.

Figure 162. Set Up Rules Popup

Click Ok. The Step 2 - Website Filter Rules page appears.

Parental Controls ?

Set Up Protection for Your Family
1) cetstated () Website Fiter Rules (3) Time Limits () Program Controls (5 Finish Up

Selecting an age automatically blocks certain website categories, but you can also customize the list
You can set up a filter for each child.

Jnhn

[V Enable website fiter rules

n

| [V Enable Safe Search Filtering () | |@ Block Untested Websites (i)

Select an age [[8-12 years old (Preteen) [+]
[V Adultor Sexual (more info
M Erotic/Mature [V Intimate Apparel 7 Swimsuit
™ Nudity [ Pomography
[V sexEducation =

[ Back ] [ Next ] [ Ccancel ]

Figure 163. Step 2: Website Filter Rules

In the Select An Age popup, choose the age the filter will apply to from the Select an
age pop-up. For example, choose Ages 8-12 (Pre-teen). (You can also define a Custom
age bracket.)

A subset of the general categories is selected by default; for example, all of Adult or
Sexual. Other subcategories in Communications or Media, Controversial, and Shopping
and Entertainment are checked. Scroll down to see the full category/subcategory
listings.
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16.

17.

18.

You can check or uncheck a category or subcategory to redefine the filter. You can also
obtain more information on a category by clicking the more info link; a definition list will
pop up.

Check Enable Safe Search Filtering and Block Untested Websites. These options will
increase your child’s security when searching or browsing the Internet.

Click Next to define the Time Limits. The Time Limits page appears.

Parental Controls. ? X

Set Up Protection for Your Family
1 GetStarted [ 2 Website Fiter Rules 9 Time Limits 4 Program Controls (5 Finish Up

Click the times when your children should not access the web from this computer. Click any highlighted hour to stap
blocking the web at that fime.

Jnhn 1

[ Enable time timits

How do you want to schedule your family's time on the Internet
(@ Seta simple schedule for weekdays and weekends

. 12 2 4 6 8 10 12 2 4 6 8 10 12
g [ _HENEEREEREEEENEN
AN Noon Pl
12 2 4 6 8 10 12 2 4 & 8 10 12
Weekends = ~—T 7T T T T T T T T T T T T T T T T T T T T =

Figure 164. Time Limits

Using your mouse pointer, select the weekday and weekend hours you kids should not
access the web by holding your mouse down and stroking across the hours, then scroll
down and indicate the number of hours your children may use this computer.

Parental Controls

(@ 5ot simple schecu orwoskays and weskends g
. 12 2 4 6 8 10 12 2 4 & 8 10 12
i | _____EENEREEEEEEEEEEE
A Noon Pl
T 2 2 4 6 8 10 12 2 4 6 8 10 12
| _____EEEEEEEEEEEEEEEE
A Noon Pl
() Seta detailed daily schedule
[] wtowed [l Blocked L
Select how many hours per day your children may use this computer
[] Weekday (Monday - Friday: 12 hours per day
[] Weekend (Saturday - Sunday): 12 hours per day
e ) [men ) [ oomen )

Figure 165. Allowed Hours on Computer

19. You may also click Set a detailed daily schedule to do so. The daily schedule panel

appears.
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Parental Controls ?

(@) Set a detailed daily schedule A

Monday

Tuesday
Wednesday
Thursday
Friday B
Saturday
Sunday

Al Noon Pl
[] Atowed [l Blocked

Select how many hours per day your children may use this computer.

i

[V Weekday (Monday - Friday); 12 hours per day

[W] Weekend (Saturday - Sunday): | 12 nours per day

| C e (e [owe ) |

Figure 166. Detailed Daily Schedule

20. Adjust the daily schedule for each day as you see fit. Click Next. A screen appears,
letting you set the child’s program controls.

Parental Controls ?

Set UD Protection for Your FB"‘HV —
1) Getstared (2) Website Fiter Rules (3 Tims Limits ) Program Controls (5 Finish Up

You can prevent your children from opening specific programs at certain fimes. After sefting those schedules, you can stil
open these programs at any time by providing your passward

hn
[V Enable program controls

i

Click Add to select a program, and then click Set a schedule to choose when to block it
(frana ] (36 Remove
[]  Pprogram Name ~ Scheduled Access
(e ) [ ) ([ coma ]
4 J

Figure 167. Program Controls

21. Click Enable program controls, then click Add to add the program you want to control
the usage of.

Parental Controls

Ifyou do not see a program that you want to select on the list below, click Browse to find it.

| Browse.

Program Hame -~

( Math Input Panel =
#s. ShapeCollector
L Sidebar

T TabTip

&2/ Windows DVD Maker I

U Windows Journal il

m

KIOOO0ODO

O

o) (e

Figure 168. Program List

22. Select the program you want to control from the list, or click Browse to find it.
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Figure 169. Browsing for Programs to Add to Program Controls

23. Navigate to the program, select it and click Open. Titanium adds it to the list.

%) open (2]
Look in: Intemet Explorer - @@ m-
= Name - Date modified Type Siz
'.'} en-Us 5/30/2012 4:24 PM File folder
RecSheS SIGNUP 530/2012434 PM  File folder
! = ExtExport 5/30/2012 4:24 PM Application
Eﬂie:leanup 5/30/2012 4:24 PM Application
Desktop Eiediagemd 5/30/20124:24 PM Application
Sieinstal 5/30/2012 4:24 PM Application
= Eliclowutil 5/30/2012 4:24 PM Application
Libraries S iexplore 5/17/20124:21 PM  Application
LY
Computer
- < m ] r
@
File name: iexplore -
—
Files of type [Apphcatmns (" EXE) vl [ Cancel ]
[ Open as read-only

Parental Controls

<

If you do not see a program that you want to select on the list below, click Browse o find it

Program Name -~

= TaoTip

& Windows DVD Maker
U Windows Journal

O Windows Media Player

IDO0DDODDO

7 wordpad

( oK | [ canca ]

L

Figure 170. Programs in List | IE Added
24. Check the program checkbox and click OK.

Set Up Protection for Your Family
1 Getstarted [ 2 Website Filter Rules [ 3 Time Limits e Program Controls ' 5 Finish Up

Browse.

= iexplore exe I

open these programs at any time by providing your password

You can preventyour children from opening specific programs at certain times. After setting those schedules, you can still

John
[V Enable program controls

Click Add to select a program, andthen click Seta schedule to choose when to block it

(dace ) & remove
[]  Program Name ~ Scheduled Access
O £ rewiors sxe Seta schadule

o J[ mew [

Cancel

J

\

I

J

Figure 171. Set a Schedule

USvi.2

25. The program is added to the Parental Controls window. Click Set a Schedule in the
Scheduled Access field. The schedule appears.
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Parental Controls

[V Block access to the program at the selected times

Use the grid below to decide when your family can use the program
12 2 4 6 8 10 12 2 4 6 8 10 12

Monday
Tuesday
Wednesday
Thursday
Frigay
Saturday
Sunday L[]

AN Noen P

[] anowsa [l Biockes

o) o)

Figure 172. Access Schedule

USvi.2

26. Check Block access to the program at the selected times, then select the hours in the
week the child will be prohibited use of the program, then click OK. When the wizard

window appears, click Next.

27. A screen appears, indicating that protection has been activated for John, applying the

Pre-teen Website Filter, giving the Time Limits and Program Controls.

Parental Controls ?

Set Up Protection for Your Family
1) Getstaried (2) Website FiterRules (3) Time Limits (4 Program Cortrols () Finish up

‘You have now set up the filtering rules, access schedule, and blocked programs shown below

E John
5 Website Filter
8-12 years old (Pre-teen)

Time Limits
Internet Access: Scheduled
Weekdays Usage: 12 hours per day
Weekends Usage: 12 hours per day

73

Program Controls
Programs Blocked: 1

e ) oo ) [

I

Figure 173. “John” Protection Criteria

28. Click Done to finish adding the parental control for this child. The main Parental

Controls window reappears.

Parental Controls ? - X

WManage how and when your family uses the web and programs on this computer.

| Manage Accounts |

¢ 3 | Jonn | Chanae picture
B QD) !eoste Fiter
812 years old (Pre-teen)

m Time Limits
m Internet Access: Scheduled
Weekdays Usage: 12 hours per day
Weekends Usage: 12 hours per day

m Program Controls
Programs Blocked: 1

Trust or Block Websites [ oK ] [ Cancel

Figure 174. Slider is “On”

29. In Parental Controls the slider button should be On. If not, slide it to On, then click OK.

The rule set is now applied to the John account.
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30.

31.

32.

33.
34.

35.

Note that the link Trust or Block Websites allows you to set exceptions to your rules.
This function was covered in the previous Titanium Antivirus+ section. Go to Exception
Lists: Websites for details.

Note also that you can turn the Website Filter, Time Limits, and Program Controls
functions on or off by using the appropriate slider. You can also edit the functions by
clicking the hotlinks and making your changes in the respective editor.

Click OK to close the Parental Controls window, note that Parental Control status is
now ON in the Tools popup, then click the respective Close boxes to close the Tools
pop-up and the Titanium Console.

Log off the Administrator’s account (or switch users) and log on using the John account.

Using your browser, attempt to go to a website at a time prohibited by the account
rules. Titanium will block access to the web and provide a No Web Surfing Allowed
notification, indicating the user cannot use the web at this time.

]
o ST 5] 4 vonaem

9, TREND. Website Blocked by Trend Micro

® Off Limits

Tranium ™ Internet Security

= Y Sweo
Figure 175. No Web Surfing Allowed Notification

During the hours allowed for surfing, if the user attempts to browse to a site not
permitted by the rules, Titanium will block access to the site and provide an Off Limits
notification for the user in the browser.
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===
[ 8] prgiagom 0 - 36 %| 4 umtaom [r——
et i T ©
/) TREXD Website Blocked by Trend Micro™ Titanium ™ Internat Security
® Off Limits.
| EY| > FrECE |

Figure 176. Titanium Off Limits Notification in Browser

Security Report: Parental Controls

Once you’ve enabled Parental Controls, Titanium Internet Security provides a security report
that can give you basic information about how many times your kids have attempted to
access prohibited sites and the kinds of website violations they are.

To view the Parental Controls Security Report:

1. Open the Titanium Console.

Trend Micro Titanium Internet Security P o X

A ~ (2 e 22

J A
Overview PCiMobile Privacy Family

Protected
You have access to the latest protection

Safety Summary

Security Summary: 0 threats stopped
Subscription: Facebook Privacy Scanner: off
E 8/18/2013
e Social Networking Protection: off

Q Scan v @ E

€03 suport € Account ©) TREND

Figure 177. Console > Reports

2. Click the Reports icon. The Password screen appears.

Trend Micro Titanium Internet Security

Please provide your password to continue

Password: :

Show your password hint
Refrieve your password by email

3. Enter your password and click OK. The Security Report window appears.

96



Trend Micro™ Titanium™ 2013 — Product Guide usvi.2

Security Report g

Websites blocked in the past month: 1 Account: | All E|

| )

Threats

3

Parental
Controls [

M Erotic/ Mature (1)

1

@ http:/iwww._playboy.com/ (1)

System Tuner

[ show this report monthiy View detailed 1003

Figure 178. Parental Controls

4. Click the Parental Controls tab in the left-hand column to show the Parental Controls
Security Report. The report will show the Top Categories and Websites Blocked. Use

the Account pop-up to show the report for All users, or for a specific user account; e.g.,
“John.”

5. Check Show this report monthly to show it on the first of each month. You’ll be notified
when the report is ready.

6. Click View Detailed logs, then Parental Controls in the View dropdown menu to display
the Parental Controls logs.

Logs ? O
View: Parental Controls [+ Total records: 2 ¥ Remove all [ Export
DatefTime Blocked Websites User Name

61312012 3:01 PM hitp:iwww. msn.com/?ocid=iehp John

611312012 259 PM htp:liwww playboy com/ John

Any data more than 30 days old will be deleted automatically.

Figure 179. Parental Controls Logs

7. Click Remove all to delete the logs

8. Click Export to export the Parental Controls log in .CSV or .TXT format.
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Chapter 6: Trend Micro Titanium Maximum and
Premium Security

Protection Overview

Trend Micro Titanium Maximum is functionally the most robust version of Titanium,
providing everything previously described in the Titanium Antivirus+ and Internet Security
chapters, but adding additional protections and tools. To enable all functions, you need a
paid version of Titanium Maximum Security.

Titanium Premium Security is an enhanced package for Titanium Maximum Security,
providing more sync/backup space (25GB) in the cloud.

Thanks for choosing Trend Micro Titanium Maximum Security X

Do you own a Mac, Android phone, or Android tablet?

‘Your subscription includes protection for them as well!
Stay safe no matter how you connect to the Internet.

Trend Micre Android Security E Q

' \Leisanea

Wx W Titanium Internet Security for Mac D .
| cetstared
=
'.ﬂ.—" N

D Don't show this page again

Figure 180. Titanium Maximum Security Welcome Screen

Trend Micro Titanium Maximum Security

A = [3 6

u A
Ovenview PCiMobile Privacy Family

Protected

You have access to the latest protection

Safety Summary

Security Summary: 0 threats stopped
Subscription: Facebook Privacy Scanner: Scan now
E 61512013
Xoires on o Social Networking Protection: On
Qsean | v |%[ih 4
¥ support (Y Account ¢/ TREND

Figure 181. Titanium Maximum Security Console Overview
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Trend Micro Titanium Maximum Security

A = A 6

A o
Overview PC/Mobile Privacy Family
Facebook Privacy Scanner Social Networking
Protection
ON ON
¥ support Y Account ) TREND

Figure 182. Privacy | Facebook Privacy Scanner

Trend Micro Titanium Maximum Security

) = 3]

A
Overview PC/Mobile Privacy
Data Theft Prevention Trend Micro Vault Secure Erase
=
~. D)
L
— = 4 e )
OFF OFF OFF

Trend Micro DirectPass Trend Micro SafeSync
¢ Easily manage your online accounts h Securely access and share 5 GB of files
with just one master password. v gn all of your computers and mobile
\ _/ ‘ ' levices.

Get Started Get Started

¥support Y Account ¢ TREND

Figure 183. Data > Trend Micro Vault, DirectPass, SafeSync

Trend Micro Titanium Maximum Security

G e A

-
Overview PC/Mobile Privacy

Parental Controls

Trend Micro Online Guardian

@ Check how your kids use social networking sites like Facebook, Twitter, and more.

Get Started

£33 support (€Y Account ¢) TREND

Figure 184. Trend Micro Online Guardian

Note: Titanium Maximum Security Additional Features: Facebook Privacy Scanner,
Trend Micro Vault. Additional Offerings: 5GB of SafeSync.

Note also that full paid versions of Mobile Security for Android, DirectPass, and
Online Guardian are included in your purchase of Titanium Maximum Security.
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ADDITIONAL TOOLS FOR TITANIUM MAXIMUM SECURITY PAID VERSION
Trend Micro Vault

Users can enable a password-protected folder that can safeguard sensitive files. If the
computer is lost or stolen, the vault can be sealed shut by remote control until the computer
is return to its rightful owner.

SafeSync

Titanium Maximum Security users are provided with 5GB of cloud storage for backup and
sync using Trend Micro SafeSync. Titanium Premium Security users can boost their SafeSync

storage space to 25GB. SafeSync keeps all your files in sync across all platforms that have it
installed.

Data: Trend Micro Vault

Trend Micro Vault is a password-protected folder that can safeguard your sensitive files.
Using a password, files inside the vault are kept invisible until you enter the password. If
your computer is stolen, Trend Micro Vault can also seal itself shut by remote control, so
that even using the password you cannot open the vault—that is, until the computer is
returned to its rightful owner.

To set up Trend Micro Vault:

1. Inthe Titanium Console, click Data > Trend Micro Vault.

Trend Micro Titanium Maximum Security ?-

) (= 3] a ] 2a

A
PC/Mobile Privacy Family

Data Theft Prevention Trend Micro Vault Secure Erase

4

A
=

OFF

OFF

Trend Micro DirectPass Trend Micro SafeSync
Easily manage your online accounts h Securely access and share 5 GB of files
0 with just one master password. v on all of your computers and mobile
\ v devices.

Get Started Get Started

€08 support ) Account

Figure 185. Data > Trend Micro Vault

2. The Introduction to Trend Micro Vault appears.

100



Trend Micro™ Titanium™ 2013 — Product Guide usvi.2

3.

5.

Trend Micro Vault ?

Introduction
The Trend Micro Vaultis a password-protected Windows folder that can safeguard your

— -
o
sensiive files. Anyone sharing your computer cannot see anything inside without entering the
correct password first
-_—

If you report your computer as lost, the Trend Micro Vault can automatically Seal ftself shut by
remote control. Once sealed, your Trend Micro Vault will not open even if someane knows the
right pas sword. Only when you recover the computer can the seal be broken.

Some things should always remain confidential, and the Trend Micro Vault can keep them that

[] Dont shew this introduction again

Figure 186. Trend Micro Vault Introduction

Click OK to close the introduction. The Password entry screen appears.

Trend Micro Titanium Maximum Security

Please provide your password to continue.

Password

Show your password hint
Retrieve vour password by email

Figure 187. Enter Password

Enter your Password and click OK. An activation dialog appears, indicating to trial users
that their upgrade to a paid version of Titanium Maximum Security lets them initialize
the Trend Micro Vault.

Trend Micro Vault

You have successfully initialized the Trend Micro Vault. To access it, just
double-click its desktop icon.

Figure 188. Trend Micro Vault Initialized
Click OK. The Trend Micro Vault window appears.
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Trend Micro Vault 7

The Trend Micro Vault keeps confidential files safe, so that no one can access them without
permission

Reporting a Loss

Ifyou lose this computer, please seal your Trend Micro Vault by visiting this site:
hitp:/accounttrendmicro.comireport stoleni

You should bookmark this address on another computer or write it down for future reference

Regaining Access

Afer recovering a lost computer, you can unseal the Trend Wicro Vaul only after validating your
identity. You should then change vour password just in case:

\ V.

Figure 189. Trend Micro Vault

The Trend Micro Vault desktop icon also appears on your desktop.

&

Trend Micro
Vault

Figure 190. Trend Micro Vault Desktop Icon

You can now use Trend Micro Vault to protect your sensitive files, to seal the vault if
your computer is stolen or misplaced, and to regain access to the vault if you've turned
it off.

To open the Trend Micro Vault, double-click the desktop icon. The password window
appears.

Trend Micro Titanium Maximum Security

Please provide your password to continue

Password.
Show your password hint

Retrizve your password by email

Figure 191. Trend Micro Vault > Password Protection

Enter your password and click OK. This opens the Trend Micro Vault.
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10.

11.

12.
13.

[ » Trend Micro Vault ~ |+ [ll Search Trend Micro Vault pel

Organize = - O e

e Neme — Size kemtype  Date modified

B Desktop
18 Downloads
£l Recent Places

4 Libraries

[ Documents

&' Music

[ Pictures il

B videos
% Computer
€ Network

0 items

Figure 192. Trend Micro Vault

Drag files and folders you wish to protect into the Trend Micro Vault, then close it.

Lock Vault

Figure 193. Lock Vault Menu Item

Right-click the Vault and select Lock Vault to lock it. A dialog appears, warning you to
that locking the vault does not automatically block access to files currently open. Make
sure you close all files that need protection before you lock the Vault.

Trend Micro Vaum . [

. Locking the vault does not automatically block access to files currently
/_b. open. Make sure to close all files that need protection.

Figure 194. Trend Micro Vault Warning
Click ok to close the dialog.

In the Trend Micro Vault window, note the link
http://account.trendmicro.com/report_stolen/ for reporting a loss.
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14.

15.

16.

Trend Micro Vault ==
— The Trend Micro Vault keeps confidential files safe, so that no one can access them without
— permission
9
@ Reporting a Loss

If you lose this computer, please seal your Trend Micro Vault by visiting this site:
hitp//accounttrendmicro.comreportstolen/

You should bookmark this address on another computer or write it down for future reference.

w Regaining Access

After recovering a lost computer, you can unseal the Trend Micro Vault only after validating your
identity. You should then change vour password justin case.

L« )

\

Figure 195. Reporting a Loss

You should bookmark this address on another computer or write it down for future
reference. Clicking it takes you to the Trend Micro Vault Report Stolen webpage, where
you can report the loss.

Report Stolen

‘The Report Stolen service lets you seal your Trend Micro
» Report Stolen Vault in case your computer is lost or stolen. The vault will
» Report Found remain inaccessible until you report your computer found.

To report your computer found and unseal the vaull, enter
your Trend Micro Vault email address and password. You
provided these credentials when you initialized Trend Micro
Vault.

Trend Micro Vault email address:

Password:

Figure 196. Report Stolen Service

Enter your Trend Micro Vault email address and password and click Report to seal the
vault. Once you do, your Vault-protected folders and files cannot be opened, even if
they knew your email address and password.

Once you recover the computer, return to the Trend Micro Vault console and click the
link Unseal the Trend Micro Vault.
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Trend Micro Vault

The Trend Micre Vaull keeps confidential files safe, so thatno one can access hem without
permission

Reporting a Loss

Ifyou lose this computer, please seal your Trend Micro Vault by visiting this site:
hitp:/iaccountirendmicro.comireport stolent

You should bookmark this address on another computer or write it down for future reference

Regaining Access

After recovering a lost computer, you can[Jnseal ihe Trend Micro Vaultpnly after validating your

identily. You should then chanqe your paSSWord JUSTIn Case

\, /

Figure 197. Regaining Access

17. This takes you to the Trend Micro Vault Report Report Found webpage, where you can
unseal the Vault.

Report Found

If you have recovered your computer, report it found to
» Repori Stolen restore access to the vault

» Report Found
To report your computer found and unseal the vault, enter

your Trend Micro Vault email address and password. You
provided these credentials when you initialized Trend Micro
Vault.

Trend Micro Vault email address:

Password:

Figure 198. Report Found

18. Enter the Trend Micro Vault email address and Password and click Report. This unseals
the Vault and you’re notified by Titanium.

19. For your safety, you should now change your Titanium password.

105



Trend Micro™ Titanium™ 2013 — Product Guide usvi.2

Chapter 7: Titanium Help and Support

All Titanium editions provide Help in the form of a popup menu and a Support hotlink in the
Console.

To access Help and Support:

1. Open the Titanium Console.

Trend Micro Titanium Maximum Security ?~

A = A ] 2a

Overview PC/Mobile Privacy Family

Protected
You have access to the latest protection.

Safety Summary

Security Summary: 0 threats stopped
Subscription: Facebook Privacy Scanner: Scan now
Expires on 4/26/2013
AR Social Networking Protection: On
Q scan | v | |ih o
¥ suopot €Y Account ©) TREND

Figure 199. Titanium Console

2. Note the ? (Help) menu in the upper right-hand and the Support hotlink in the lower
left-hand corners of the console.

3. Click the Support link to take you directly to the Trend Micro Support webpage.

For Home For Business Secunty Intelligence Wihy Trend Micro Support

Business Support
o to Techaical Support for Goto Technicol Supportfor

Home Products - Business Products -

Tochnical Support

About Support

Download Center Threat Encyclopedia TrendLabs Malware Blog

Figure 200. Trend Micro Support

4. Select the ? (Help) menu to display the submenus.

106



Trend Micro™ Titanium™ 2013 — Product Guide usvi.2

5.

6.

7.

About

Online Help

More Tools

Premium Services

Figure 201. ? (Help) Menu

Select About to initiate a manual program update and to display details about your
edition, version, type, serial number, and expiration date.

About Your Software

Trend Micro Titanium Maximum Security

Version: 6.0.1207 (Component versions)
Type: Full version

Serial Humber: L
Expires: 652013

O Checking for program updates...

Figure 202. About Screen

You can click the Component versions hotlink to get information about your component
versions.

Components

Program Version Release Date i
Configuration Repository Manager (32-bit) 251331 TH6/2012 £
Update Manager (22-bit) 251331 THER2012
Framework Builder (32-bit) 25133 TH62012

Platform Components (32-bit) 251331 THER2012

Virus Scan Engine Wrapper (32-bit) 251331 TH6/2012

Spyware Scan Engine Wrapper (32-bit) 251331 TH6I2012

Damage Cleanup Engine Wrapper (32-bit) 251331 TH62012

Behavior Monitoring Engine Wrapper (32-bit) 6.0.1054 THER2012 8

4

Figure 203. Component Versions

You can click the Serial Number hotlink to view and change your serial number.
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%) Trend Micro Titanium Maximum Security

i ==
Enter the Serial Number O TREND

After providing the serial number in the fields below, please click Nextto proceed to the next step.

Current Serial Humber: IEEEGEG—_—
New Serial Number: |-

Figure 204. Enter the Serial Number

8. Select Online Help to display the Online Help webpage. Navigate through Online Help
using the menus and hotlinks; conduct a search using keywords.

9, TREND.  Opiine Help Search

Trend Micro Titanium

sources

Overview

visw! 18D QiS01SYS The overall STBNE Of your DIGTEcton. From DEre, you Can 00 2 number of

Jowmiosd POF

Figure 205. Titanium 2012 Online Help

9. Select More Tools to take you to a webpage to obtain more tools in the Free Tools
Center.

) TREND.  Free Tool Center

Feel free to e below, made only to Trend Micro™ THanium™ Maximum Security

Trend Micro SafeSync™

Trend Micro™ Titanum™ Maximem Securty customers quallly for 10 GB of free oine backup sgace fo

SafeSync

00—

=5 Trend Micro HouseCall (secursy)
@\ £ Try Now

Copyrgnt © 1989-2010 Trend Micro incorporated. Al ghts reseved

10v8 Securty thrasts from computars

Figure 206. Free Tools Center

10. Select Premium Services to access a webpage for everything you need to know about
Premium Services for Home Users.
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osds  Pamners | UnedStales  ApoutUs | Login

m For Business Sacarity Intsligence Wiy Trend Micro Support  Search

Support Sesvices

Premium Services for Home Users

Anytime Support

 for all he heip. |
eived betles sarvics remotely
ad | brought my
tem in for service. Thank you

- Den't worry about soiing PC problsms on your own, or paying exira for additional technical support
F; ‘services tat you can't afford. Qur computer Snd securty Xpers will work with you to understand what's
wrong. Then they can connect to yous PC remotaly and i a5 you waich!

©ur Standard Fremium Service FIan provides you with
* 24x7 emergency assistance from a Trend Micro support technician —

o t
and Spyware Remaval Sexvice (1 service incident)
« FC Security Health Check Sarvice (1 service incident) -

BUNDLE: 1 year of Trend Micso™ Tilanium™ Masimum Secury - PLUS sosssnn |[EIERE

Standara Premium Senvice Fian

BUNDLE: 1 yar of Trend Micso™ Tlaniuan™ Indernel Sacury - PLUS sesssoroo | EETERY

Standard Premium Senvice Pan

1 alreaty own Tiianium Maximum Secusity or Tanium bntermet Security

v
thorough and

For your supgert. Much appreciated
Ronail 8

Figure 207. Trend Micro Products and Services

11. Select the Account button in the lower left-hand corner of the Titanium Console to
access the Trend Micro Account webpage.

Trend Micro Titanium Maximum Security

A - [3 6

A
Overview PC/Mobile Privacy Family

Protected
You have access to the latest protection

Safety Summary

Security Summary: 0 threats stopped
Subscripti Facebook Privacy Scanner: Scan now
Exo 013
Al Social Networking Protection: on

= -

Figure 208. Titanium Console > Account
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), TREND.  Account Help Center

MG

Sign in your Trend Micro Account to:

Manage all of your subscriptions in one place
g y P P Member sign in

Email address
Stay up-to-date and protected

Update your account

™ Remember me

Forgot which address you used before?
Forgot password?

Figure 209. Trend Micro Account Webpage

12. In the Trend Micro Account Webpage, you can sign in to your account if you’ve already
purchased Trend Micro products or services, manage all of your subscriptions in one
place, stay up-to-date and protected by getting the latest protection for your devices or
those of friends and family, and you can update your account.
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Chapter 8: Applications Bundled with Titanium

Introduction

Trend Micro™ Titanium is bundled with additional applications to expand your protection.

The programs provided depend upon your edition of Titanium.

Table 7. Titanium Bundled Programs

Tool Titanium Titanium Titanium Titanium
Antivirus+ Internet Maximum Premium
Security Security Security
Mobile Security for Android v* v* ' Vv
Titanium for Mac v*E v v \
Online Guardian v \
DirectPass V (5 Accts) V (No limit) V (No limit)
SafeSync V (5GB) V (25GB)
Security Center \' ' ' V'
SafeGuard Browser (W8) v ' ' Vv
Go Everywhere (W8) ' Vv

*Lite Edition | **With 3-device subscription to Titanium

To get access to the bundled applications:

These applications are variously available from the Titanium Welcome screen or the
category tabs in the Titanium Console, depending on your version of Titanium, as indicated
above and in the previous chapters.

1. Simply click the icon or hotlink in the Welcome Page or Titanium Console tab to access

the webpage where you can download the applications.

2. For detailed instructions on how to use these applications, go to www.trendmicro.com

to download the relevant Product Guides:

e Trend Micro™ Mobile Security 2.2 - Product Guide

e Trend Micro™ Titanium™ Internet Security for Mac 2.0 - Product Guide

e Trend Micro™ DirectPass™ 1.2 - Product Guide

e Trend Micro™ Online Guardian for Families 1.5 - Product Guide

e Trend Micro™ SafeSync™ for Consumer 5.0 - Product Guide

e Trend Micro™ SafeSync™ for Business 5.0 — Product Guide
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Mobile Security
Trend Micro™ Mobile Security protects your Android™ device from loss, malicious apps, and
web threats. It’s provided with all editions of Titanium.
¥, Trend Micro Mobile Security Personal Edition

Threat Protection for Your Android Device

Hi Michael,
Your purchase of Titanium includes Trend Micro Mobile Security. Install it on your phone or tablet to protect your
personal data and precious memories.

How do you want to get the app?

= =

Email the downioad link 1o my Scan the QR Code Visit of search Google Piay for

device. Trend Micro Mobile Security
o install the app.
* It you have trouble downloading app from Google Play, click here m
%, TREND. ¥rght © 2012 Trend Micro Incorporated. Al fghts reserved
WICRO

Figure 210. Trend Micro Mobile Security Personal Edition
Mobile Security protections include the following:
Trend Micro Mobile Security for Android

e Locate, lock and remotely erase data if your device is lost or stolen
o  Block unwanted calls and texts

e Scan apps for viruses and other threats

e Enable parental controls to keep kids safe

Trend Micro SmartSurfing for iOS

e The first iPhone application to provide a secure web browsing environment is now also
available for iPad/iPad2

e  Protects against malicious web sites

e Blocks access to known phishing sites

e  Blocks access to sites with malicious intentions such as drive-by downloads, malware,
spyware

e Powered by the Smart Protection Network

e Uses Trend Micro web reputation

Trend Micro Mobile Security for Symbian (Nokia) and Windows Platforms

e  Supports Symbian 3“and 5" Editions, Windows Mobile v6.5
e Remote Wipe

e SIM Card Protection

e Web Threat Protection

e  SMS Anti-spam
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e  WAP Push Protection
e Parental Controls

e  Antivirus

e  Firewall

e  Automatic Updates

Titanium Internet Security for Mac

Trend Micro™ Titanium™ Internet Security for Mac protects your identity and personal data
from malicious threats when you shop, bank, or browse online. In the Maximum and
Premium versions of Titanium, you have the flexibility to allocate this protection on your
Maclntosh devices

f®, Trend Micro Titanium

Threat Protection for Your Mac
Hi,

Your purchase of Titanium includes protection for Apple macintosh computers. Download and install it on your Mac to
protect your identity and personal data from malicious threats when you shop, bank, or browse online.

@ Download the software

BT

@ Copy it to your Mac

@ Install the program with this serial number:

Serial number:

Figure 211. Trend Micro Titanium Internet Security for Mac
Titanium Internet Security for Mac protections include the following:

Essential Protections

o Defends against viruses, worms, Trojan horse programs, and other everyday security
threats

e Guards against spyware and other malicious software
e Includes free automatic updates so your protection stays current against new threats

Web Protections

e  Blocks IM and email links that lead to dangerous websites

e  Protects against phishing scams that can trick you into revealing confidential
information

e  Prevents websites from installing dangerous software on your Mac
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Parental Controls

e  Restricts Internet access by content categories
e Controls access to chat and IM sites
e Allows you to block specific websites

Online Guardian

114

Trend Micro™ Online Guardian for Families helps you protect your children against Internet
dangers, including cyberbullying and online predators. It lets you monitor your kids’ Internet
activity 24x7 from anywhere and take action to keep them safe. In one easy-to-read report,
you'll get a clear view of what your kids are doing online. Online Guardian shows web
browsing history, wall postings, messages, photos, and chats.

With Internet monitoring and filtering, Online Guardian helps you safeguard your children
and prevent damage to their online reputations. Also, it lets you set age appropriate rules
for your kids' Internet activities that include filtering out adult content and limiting their time
online.

Online Guardian is available with the Titanium Maximum and Premium versions.

@ Online Guardian ror Famies @) NotMichast? Start Free T

Start F’rotecting YOUr Klds OnIine Sign in with your Trend Micro account

Email address

Hi Michael,
‘Your purchase of Titanium includes Online Guardian, so your

subscription has been updated. You can now protect your kids from
Internet dangers until 2013/07/31

I
P
Start Now

333 Want to see how Online Guardian protects your kids from Intsmet dangers?
u Watch the video

Online Time Limits. Website/Adult Content

Figure 212. Trend Micro Online Guardian for Families

Key features include:

e (Centralized online management console to manage and report events

e Social networking monitoring, protection and reporting (ex: Facebook, MySpace,
Twitter, etc.)

e URLfiltering and time management

e Instant messaging/chat monitoring with Data Loss Protection

e  Password override capabilities

e  Report on use of online medias (ex: Flickr and YouTube, etc.)
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e  Support installation for Windows OS

e Keyword search monitoring and reporting

e Common Sense Media forum integration

e Web crawler (generate report on social medias used)

DirectPass

Trend Micro™ DirectPass™ helps you manage and secure all your online credentials,
ensuring an easy and safe online experience, while offering a faster, more secure, and
convenient way to access web sites. Using a single Master Password, DirectPass users have
instant access to all their login credentials, no matter where they’re located or what device
they’re using.

DirectPass is provided with Titanium Maximum and Premium versions.

@ DirectPass

More DirectPass for You

Hi Michael,

Your purchase of Titanium includes DirectPass, so your subscription has been extended. You can keep managing your
online credentials until 2014/04/02.

For Computers For Mobile Devices
” W Downioad for ne | Install for
A Windows 13/ Install for i0S Android

Windows iPhone and iPad Android Phone and Tablet

Save Your Passwords Sign In Automatically Sign In Anywhere

9 TREND

Figure 213. Trend Micro DirectPass

DirectPass features include:

e URL and Password Management - Automatically capture your websites and password
login credentials in a complete secure environment

e Cloud Storage and Synchronization - Credentials are available across all devices where
DirectPass is installed

o Password Generator - Automatically generate strong passwords with custom criteria for
increased login security

e Secure Notes Management - Store and manage Secure Notes regarding your accounts,
logins, and procedures.
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o Keystroke and Data Encryption - All keystrokes are encrypted. AES 256-bit Encryption
ensures the highest security for your data.

e Secure Browser - Use the Secure Browser to ensure complete security and privacy for
online financial transactions.

e  Profile for Auto-Form Filling - Create a Profile to enable auto-form filling when filling
out online forms.

e Mobile Support - iOS and Android smartphones and tablet devices are fully supported.

SafeSync

Trend Micro™ SafeSync™ works where you want it to, backing up and syncing files between
your computers and mobile devices. You can stream music and video to your smartphone,
share photos with friends on your tablet, or just play it safe and keep secure backups of your
most important memories on all your devices.

SafeSync is featured with the Titanium Maximum (5GB) and Premium (25GB) editions. Users
with multi-seat subscriptions can allocate a seat (or seats) to SafeSync.

& SafeSyNC s mmm o

More SafeSync for You

Hi Michael,

Trend Micro Titanium includes free oniine storage, but since you already use SafeSync, your subscription has just been
extended o keep things simple. You can now confinue enjoying SafeSync until 11/27/2012

Open SafeSync website

Figure 214. More SafeSync for You

e safesyn& Why SafeSync | Buy Blog | For Business

Your stuff, any device,
anywhere you need it

Activate with 3 key

LEARN MORE ~ HOWWECOMPARE

See 3 quick nvoduction to how SafeSyr See why SsfeSync s better than the

Figure 215. Trend Micro SafeSync

SafeSync is provided in two versions: SafeSync for Consumer and SafeSync for Business.
SafeSync for Consumer features include:
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Synchronized Backup and Sharing

SafeSync works quietly in the background, securely backing up your digital content to
the cloud

SafeSync keeps your files synchronized. When you make a change it filters down to your
other SafeSync enabled computers

Your files are at your fingertips, so you can access them anytime and anywhere from any
computer or mobile device

You can invite your Facebook, Hotmail, or Gmail contacts to view your shared albums,
or send links directly to family and friends.

SafeSync synchronizes your PC and Mac, as well as your Android or iOS smartphone or
tablet

SafeSync Security

Trend Micro cannot see your files without your authorization

Data is transferred using the same 256-bit AES encryption used by financial institutions
for security

You have the ability to share or revoke access to your shared files at any time

Trend Micro firewalls defend equipment from cyber attack

Trend Micro’s network and server security systems use industry best practice secure
permission structure to safeguard file access

Load balancers ensure constant availability of online backup and file restoration, even in
the event of an equipment failure

Each file is secured on multiple independent storage clusters with continuous backup;
network partitioning ensures backup storage clusters cannot be accessed from the
Internet

Redundant servers ensure you can always access your data
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Chapter 9: Windows 8 Applications

Titanium 2013 provides three security applications specifically designed for Windows 8 RT,
all available through the Windows Apps Store. You launch a Windows 8 RT application by
clicking the icon on a PC or by tapping it on a mobile device.

e Micro™ SafeGuard is a secure browser for Windows 8 that has security technology built
right in. It provides you with a safer browsing experience by including safe search
results ratings, social networking security, and more. Browse the web without worry
with Trend Micro SafeGuard.

e Trend Micro™ Security Center delivers current information about malware outbreaks in
your area, offering insights into dangerous websites and malicious file downloads to
avoid near you. For Trend Micro™ Titanium™ customers, it also provides up-to date
information about your protection status. Surf the web knowing your protection is
current and what sites to avoid with Trend Micro Security Center.

e Trend Micro™ Go Everywhere protects your Windows 8 tablet from loss or theft.
Locate your tablet if lost or stolen with just one click. You can find your missing device
on a worldwide Google map or sound a 1-minute alarm. Wherever you misplaced your
tablet, Trend Micro Go Everywhere has got you covered.

The examples below use a Windows 8 PC.

SafeGuard Browser
To use the SafeGuard browser:

@

SafeGuard

Figure 216. SafeGuard

1. Click the SafeGuard icon. The SafeGuard license agreement appears.
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License Agreement

‘TREND MICRO INCORPORATED
‘STANDARD APPLICATION LICENSE TERMS

‘These license terms ave an agreement between you and Trend Micro. Piease read them, They apply to the
Software agpiication you downioad Hom the Windows Store, inchuding any UPSAtes of SUpplements for the
application, parate terms, tems appy.

Y DOWNLOADING OR USING THE APPLICATION, OR ATTEMPTING TO DO ANY OF THESE, YOU

ACCEPT THESE TERMS. IF YOU DO NOT ACCEPT THEM, YOU HAVE NO RIGHT TO AND MUST NOT
'DOWNLOAD OR USE THE APPLICATION.

T e

Figure 217. SafeGuard License Agreement

2. Read the license agreement. If you agree to the terms of the agreement, click Agree.
The SafeGuard splash screen appears.

B)rene

Trend Micro SafeGuard
Surf the web safely

W Sieekly Gesigned for e atest version of Windows.

W Never get scamvmed whie usig Googe, Facenook or Bing

Figure 218. SafeGuard Splash Screen

3. Activate the SafeGuard menus by positioning your mouse near the top of the screen.
When a hand appears, right-click; or use the Windows-Z hotkey. The SafeGuard menus
appear.
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G Tabs

Trend Micro SafeGuard
Surf the web safely

Click Buttons

NewTab — 3

«————— scroll Forward and Backward
Bookmarks ———

A
Rthnh—bo Soter:s UL + — B::Imurl

Figure 219. SafeGuard Menus
4. SafeGuard’s simple functions include the following:

e Tabs, which accumulate across the top menu as you browse. Click the New Tab icon
to create a new tab.

e Splash buttons for Google, Facebook, and Bing
e Forward and Backward scroll buttons when browsing
o A Refresh button to refresh the browser display
e A Bookmarks icon, to navigate to the bookmarks page

e An Add Bookmarks icon, to add bookmarks for key webpages you’d like to have
easy access to.

5. Click on Google to do a search; for example, using the term “hacker.” View the safe
search results.
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Google
Search

Images
Maps
Videos
News
Shopping
Blogs
Applications
Books

More

Sonoma, CA
Change location

Show search tools

hacker

Hacker | o s ycombinator com/ fm used in computing for
several e Ine who accesses ...

Hacker-Pschor Brewery

@Hacl le encyclopedia

Hacker d ter of computer network
thoy Trend Micro Page Rating d understanding ...

©Hacker News

news ycombinator com/

Why is processing a sorted array faster than an unsorted array? (stackoverfiow.com)
242 points by ashishgandhi 3 hours ago | 55 comments. 2

2,195 people +1'd this

ome A Hacker
t/fags/hacker-howto htmi
fic Raymond - in 13,991 Google+ circles - More by Eric Raymond
. The hacker mind-set is not confined to this software-hacker culture. There
are people who apply the hacker attitude to other things, ike electronics or
music ...

News for hacker

© Hacket Apacalypse Strikes World of Warcraft
PC Magazine - 2 days ago
Hacker Apocalypse Strikes World of Warcraft. Hackers exploited a

previously unknown hack that insta-killed hundreds of players in various

- city.

Reuters - 1 day ago
] 3 by hacker

Chicago Tribune - 1 day ago

@ Hacker Typer

hackertyper net

Hacker Typer. file= Hosted, Upload. Kemel Linux, Mobile Substrate, Fini sh. ASCIl
Venus. pageTitle= backgroundColor= fontColor= typingSpeed= css= ...

Figure 220. SafeGuard Safe Search / Link Ratings Results

Similarly, click on Facebook link in the main page, then log into Facebook to view
SafeGuard’s safe link functions for social networking.

(e
oy s S e
e e,
Feneotospen e o

Tred Mices Page Rt

Focn ey s e the debates. 0t

Ty, the marters e ging haek e the.Prestents sy
(Do)

Figure 221. Link Ratings in Facebook

To add / delete a bookmark:

1.

prrn)

Show the SafeGuard search field by typing Windows-Z on your keyboard. The search
field displays in the lower menu.

Type the URL of a site you wish to bookmark and hit Enter on your keyboard. The
webpage displays.
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3. Open the SafeGuard menus again by retyping Windows-Z on your keyboard.

4. Click the Add Bookmark icon. The Bookmark Added! popup appears.

For DUSTESY Secuny e Yy -renu mro Suppure Searor

Microsoft announces another
active zero-day exploit.
Stay protected until a patch Is available

SEE HOW TREND MICRO HAS YOU COVERED

FEATURED BLOGS
CLOUD MANAGEMENT KEY DECISION MATRIX. YOUR
CLOUD CHOICES MADE EASY
FROM THE o40cT, 2012

0 hitp://www Arendmicro.com/us/index html Q

Figure 222. Adding a Bookmark

5. Use the default name, or type an alternate name you wish to give the bookmark and
click Done. The bookmark is added to the Bookmarks page.

6. Click the Bookmarks icon to show the Bookmarks page and the bookmark you’ve added
will be shown in the list.

(%) mene
(© Bookmarks

Figure 223. Bookmark Added

7. Right-click a bookmark to delete it; or click several bookmarks to delete them as a
group. The Trashcan appears in the lower left-hand corner of the window.
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(© Bookmarks

i)
Figure 224. Deleting a Bookmark

8. Click the Trashcan to delete the bookmark(s).

&

9. Click the Bookmarks back-arrow to return to the main browser window.

To browse using Tabs:

1. After browsing successive websites, type Windows-Z on your keyboard to display the

menus. Your Tabs display in the upper menu.

2. Click a Tab to display a website.

Microsoft announces another
active zero-day exploit.
Stay protected until a patch Is available

SEE HOW TREND MICRO HAS YOU COVERED

MENT KEY DECISION MATRIX YOUR
MADE EASY

ssocT, 2002

e http://www.trendmicro.com/us/indexhtml

Figure 225. Using Tabs to Browse

3. Click the Closebox (X) in a Tab to delete it from the Tabs menu.
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Security Center
To use the Security Center:

3

Figure 226. Security Center

7. Click/Tap the Security Center icon. The Security Center license agreement appears.

License Agreement

TREND MICRO INCORPORATED A
STANDARD APPLICATION LICENSE TERMS

These license terms are an agreement between you and Trend Mcro. Please read them. They apply to the
software appication you downioad from the Windows Store, mcluding any updates or supplements for the
‘apphcaton, : oy

BY DOWNLOADING OR USING THE APPLICATION, OR ATTEMPTING TO DO ANY OF THESE, Y

ou
THESE TERMS. IF YOU DO NOT ACCEPT THEM, YOU HAVE NO RIGHT TO AND MUST NOT
DDOWNLOAD OR USE THE APPLICATION.

v

Figure 227. Security Center License Agreement

8. Read the license agreement. If you agree to the terms of the agreement, click Agree.
The Trend Micro Security Center screen appears, with a popup asking Do you want to
turn on location services and allow Trend Micro Security Center to use your location?
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Figure 228. Security Center with Location Popup

9. |Ifyou do, click Allow. The Trend Micro Security Center main screen appears.

2

Trend Micro Security Center
Security United States

Protected
Rexsme s
ON

N

@ PC/Mobile
Protected

N

ﬁ Privacy

Trend Micro Titanium Madmum Security

[r— setumeroes N

EnemeCETy

o Data

Lzt scan toies o

Not scanned yet 10/3/2013

N
&a =

< : >

Figure 229. Protection, License, Titanium Settings
10. The first three panels of the Security Center provide essential data and tools:

e Protection Panel. This panel shows the status of your protection and includes
information on the Real-time Scan, your Web Threat Protection, the date of your
Last Scan, and a Scan Now button, which launches Titanium and executes a Quick
Scan.

e License Information. The counter shows you how many days left you have on your
subscription, the Serial Number for your License, and the Expiration Date.

e Titanium Console Tabs/Settings. The PC/Mobile, Privacy, Data, and Family launch
panels provide easy access into the Titanium Console settings. Clicking/tapping a
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panel launches the Titanium Console and takes you to the category you’ve clicked,
so you can edit the relevant settings.

11. For example, click Scan Now in the Security Center. A popup appears, asking Did you
mean to switch apps?

mean to switch apps

Figure 230. Did You Mean to Switch Apps?

12. Click Yes. Titanium launches and conducts a Quick Scan.

Quick Scan in Progress

Checking the computer...
== 13%

Scanning for Trojan horse programs...
WORM_NETSKY.N

Potential threats found: 0

[] Shut down the computer when this scan is done

I | W
Figure 231. Quick Scan

13. Using another example, click PC/Mobile in the third panel of the Security Center to
launch it in the Titanium Console.

14. Click Yes again when the popup asks you Did you mean to switch apps? The Titanium
Console appears, with the PC/Mobile tab selected.
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Trend Micro Titanium Maximum Security ?

A ﬁ a | 2a

Family

PC & Internet Security System Tuner Rescue Disk

€ m 9

Qg Android Security Titanium for Mac

==, Enable protection on your Android * | Protectyour Macromviruses, spyware,

(| pp,|  evice to block unwanted calls, unsafe and unsafe websites with Titanium for
d apps, and web threats. Mac Mac.

Gt Started Get Started

Figure 232. PC/Mobile Tab Selected (Titanium Maximum Security)

15. Click the relevant Settings icon for your edition of Titanium, to edit those settings.
(Some icons shown above are only available in Titanium Maximum Security.)

16. Back in the Security Center, scroll the right to view the central panels. These provide
data on the 10 most unsafe websites and 10 most active malicious files.

P, TREND
Trend Micro Security Center
United States Unsafe websites v
064, 1,652,810
i e
Protected y
s
V|
s
4
P J
e A
e e 4
— e P
,,,,, e
-]
opon T p
= ——— p
< >

Figure 233. Unsafe Websites, Malicious Files

17. Click a right-arrow of a malicious file in the list to load your browser and find out more
details about the malware in the Trend Micro Threat Encyclopedia.
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P, TREND. secsreg e surey —— — R,
J) TREND.  socues w WherenBuy | i Dowoads | Paiers | UndedSiatss | Abautls | Loghn
For Home For Business Security Intelligence Why Trend Micro Support Search

Threat Encyclopedia

Exportpage to POF ) | Choase your country

US, Canada -

€2, WoRM_PALEVO.SMDI

SEARCH
THREAT ENCYCLOPEDIA

— Low
—_ Low
- Low

Overview

Infection Channel: Propagales Via removabie drives Quick Links

“This Worm may ba dropped
malicious websiles. It arrives

ither mabware. It may be unknowingly downioaded by a user whils visiting
connecting affecied removable diives 10 a syslem
Help
it drops an AUTGRUN INF S 1o automatically execute the copies il drops when a user accesses the drives of an
affected system. Tell us what you think of the Threat
Encyclopedial

1t ope jom par 10 allav 3 remote user 10 cONNC 10 The alected Syslem. ONCE a SuCCESSTl CONNECBON i
‘@StabiSNed, e FeMate LSEr &Xecules COMMANGS o e afectad system

Technical Details

File size: Varies
File type: PE
Me

fe: 04 May 2010

Figure 234. Trend Micro Threat Encyclopedia

18. Back in the Security Center, scroll to the right to see the right-hand panel of the
Security, which provides a Regional Map of Safe, Risky, and Not Checked websites and
files.

Trend Micro Security Center

Unsafe websites

Fren blocked

A A A h h A h A A A

Figure 235. Unsafe Websites, Malicious Files, Regional Map

19. Select a subregion or country in the map to view the frequency of the unsafe website or
malicious file in that location.

20. Use the popup menu to toggle the Regional Map between Unsafe Websites and
Malicious Files in the Security Center.
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Go Everywhere

To use Go Everywhere:

Go Everywhere

Figure 236. Go Everywhere

1. Click the Go Everywhere icon to launch it. The Trend Micro Go Everywhere Sign In
screen appears.

@© signin (<]
Trend Micro Go Everywhere ¢
Locate your missing device
with just one click Pty psmcrt

First time here?

Figure 237. Sign In

2. You have two options to sign in:

e If you already have a Trend Micro account, enter the email address and password
you used to create your account and click Sign In.

e If you don’t already have a Trend Micro account, click First Time Here and in the
panel that appears, enter your credentials, then click Create Account to create a

Trend Micro account.
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(© Create an account [+
Trend Micro Go Everywhere [Frstname ; rp—

Locate your missing device T
with just one click

| Passwoea
sridwide map, or make it
| Re-ype passwora

United States v

|| Rocsive the atest news and offers om Trend Micro

Sign in

Figure 238. Create an Account

3. The Trend Micro Go Everywhere License Agreement appears.

License Agreement

'TREND MICRO INCORPORATED
STANDARD APPLICATION LICENSE TERMS.

These ficense terms are an agreement between you and Trend Wicro. Please read them. They apply 10 the
schsrs pplcaton you dowsoad fom e Windows S, iecadng sy pdats or ewplemnis e
ication, unless the ) apply.

BY DOWNLOADING OR USING THE APPLICATION, OR ATTEMPTING TO DO ANY OF THESE. YOU
ACCEPT THESE TERMS. IF YOU DO NOT ACCEPT THEM, YOU HAVE NO RIGHT TO AND MUS'
DDOWNLOAD OR USE THE APPLICATION.

Store.

= e

Figure 239. License Agreement

4. Read the License Agreement. If you agree, click Agree. A popup appears, asking if you
wish to Let Trend Micro Go Everywhere run in the background?
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ere run in the

Figure 240. Run In The Background?

5. If you agree, click Allow. Another popup appears, asking Can Trend Micro Go
Everywhere Use Your Location?

Note: For tablets and smart phones, Go Everywhere uses GPS. For laptops and desktops,
Go Everywhere uses the nearest access point and IP Address, which is less
accurate.

Figure 241. Use Your Location?

6. If you agree, click Allow. Go Everywhere lists the devices you’ve registered with the
application.
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[

Trend Micro Go Everywhere

Lost Device Protection

Figure 242. Devices
Click the icon of a Device for which you wish to obtain more location details. The Go

7.
Everywhere Google map appears, showing the most recent location of your device.
%) rmsne
© Trend Micro Go Everywhere
Lost Device Protection
| % / ,
Figure 243. Device Located (Map)
8. Use the Zoom tools to zoom in or out of the map, or position your cursor (or finger) on
the map to drag the map to a different position in the window.
9. Toggle to Satellite view by clicking the Satellite icon in the upper right-hand corner of

the map. Toggle back to Map view by clicking its icon.
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Figure 244. Device Located (Satellite)

10. Click Play Sound to sound the Lost Device Protection Alert. The alert sounds, showing a
popup and helping you to locate your device or to alert others nearby if it has been
picked up or stolen.

© Trend Micro Go Everywhere
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Figure 245. Lost Device Protection Alert

11. Click the Lost Device Protection Alert popup badge to turn off the sound.
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Trend Micro Incorporated, a global leader in Internet content security, focuses on securing
the exchange of digital information for businesses and consumers. A pioneer and industry
vanguard, Trend Micro is advancing integrated threat management technology to protect
operational continuity, personal information, and property from malware, spam, data leaks,
and the newest web threats.

Visit TrendWatch at http://www.trendmicro.com/go/trendwatch to learn more about the
threats and Trend Micro™ Smart Protection Network™ infrastructure. Trend Micro’s flexible
solutions, available in multiple form factors, are supported 24/7 by threat intelligence
experts around the globe. A transnational company, with headquarters in Tokyo, Trend
Micro’s trusted security solutions are sold through its business partners worldwide. Please
visit http://www.trendmicro.com.
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