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Trend Micro Mobile Security T Overview

¢ NBYR aiONERu fardO®vefsién 5 pRddd\chniphensive protection for
Apple®Phone]) iPod touch® and iPa@deviceslt stops web and privacy threats before

they reach you, so you can enjoy your digital life safely. Also, it identifies fake websites trying
to steal your data, blocking identity theft schemes and phishing scams.

Installing eailyfrom the App Storeonto youriPhone iPod,or iPad Trend Micro Mobile

Securityfor iOSprovides he following essential features

w New SafeésurfingShield Easieraccess tahe SafeSurfing
ONRPBASNE gKAOK dzaSa GKS
b S (i ¢ 2tdNdoek malicious websites.

New Private Taldoes not remember websites or track
history.

SafeSurfing engine boosts performance and provides
HTML 5 support foanadvanced browsing experience.

URL scan widget in Today Viseans URLSs to check if

i KSeafeNS a

New Social Network Privacghield Easiefaccess to
Social Network Privacgcarand fix¢ 2 dzNJ CI OS
¢ o A ( prigabldsettingsto increase your privacy and ti
protect from data theft.

Data UsageHelps users manage their monthly data pl:
usage with Cellular, Roaming, and-YAlimonitors.

Data Usag#OSwidget inToday Vieweports how much
datahas beerusedor is leftagainst your monthly
cellular data limit.

Backup & RestoreBackup and Restore your Contacts
between your iOS devices.

LostDevice ProtectionRemotely locate a lost or stolen
device on a Google map using GPS, Cell Towers;fer V
Trigger an alarm on your device, even if it is in silent
mode.

Jailbreak ProtectionWarns you if the jailbroken device
is vulnerable.

#0000 T-Mobile 3:01PM

£ mEoMcRe
&3 MobileSecurity

SafeSurfing @
v Features
(#) DataUsage
(& Backup & Restore

@) Lost Device Protection !

&) Settings
Figure 1Trend Micro Mobile
Security for i0$ SafeSurfing

we000 TMobile =

<y DR
(3 MobileSecurity

3:07 PM -

Social Network Privacy

\g/ Features

() DataUsage
(&) Backup & Restore
(&) Lost Device Protection -

@) Settings

Figure 2. Trend Micro Mobile
Security for i0O$ Social
Network Privacy
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Chapter 1: Introducing Trend MicroE Mobile
Security for i0OS

This chapter introduces you b NS y R Mdbiie &curityfor iOS version 5.0 The
topics discussed in this chapter include:

Key Features

System Requirements
Incompatible Software
Internet | 3-G-4G Connection
Recommended Environment
Target Market

Availability

= =4 4 -4 4 A -5 -

Contacting Trend Micro

Key Features

All features of Trend MicriMobile Security fofOSare available during the-@ay Free Trial.
When the trial has expired, you can still use the Free version, but many key features will only
stay active folPaid subscribers.

Freeg After 7-day Free Trial available to all customers.
Paidc After 7-day Free Trial available only to subscribers.
Tablel. Trend Micro Seurity for iOS ()¢ 1 of 2

iOS Security Features ‘ Free Paid

SafeSuing Shield

New! SafeSurfing Shieldrovideseasy access to the SafeSurfimgvaser. v
SafeSurfing browserusésk S ¢ NSy R aA ONBu { YI NI
block malicious websites.

SafeSurfingEnhancements

New! OpenBrowser at Startuplisplay SafeSurfing browser when you oper,
Mobile Security.

New! Do Not Trackelps preventwebsites from collecting information abou
you. v
New! Privacy Takensures the SafeSurfing browser will not remember the
websites you visit or your search history

New! Reading Modeemoves all distractions except the text, for distractior|
free article reding.
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Table2. Trend Micro Security for iOS () ¢ 2 of 2

iOS Security Features ‘ Free Paid ‘

SafeSurfing Enhancements (Continued)

New! Bookmark Folderset you organize your bookmarks by folders.

Customize Launch Page you cardetermine which bookmarks display in th
Launch page. 4

Copy/Pasteool for the Safe Surfing browser and Safari lets you check
suspicious URLEDS Widget lets you seéke SafeSurfing URL cheokthe
Today View.

SocialNetwork Privacy Shield

New! Socid Network Privacy Shielgrovides easier access to the Social
Network Privacy Scan. v

Scanyour Facebooland Twitterprivacy settinggasily recommends
enhancement@andhelp you makehe changes.

Data Usage Monitor

Data Usage Monitohelps younanage @ta plan usage and codr Cellular, v
Roaming, and Wi iOS Widget lets you see your Data Usage in the Toda]
View.
ContactsBackup& Restore
Backup& Restoreyour mntactsbetweenyouriOS devices. v v
Lost Device Protection: Remote Locatélarm
Helps you find your devices on a Google mapgu€iRS, cell towers, or Wi. v
Enables you to trigger an alarm on your devj@ven if it is in silent mode.
Jailbreak Detection
Warns if the device is vulnerable. v
Online Technical Support

v

Offers supprt provided via online forums, knowledgebase, and email.
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System Requirements
Table3. Mobile Security5.0for iOS System Requirements
RELIEINENS Description ‘

Operating Systems iOS 90 or above(iOS 10.0 compatibilityfirend MicroMobile Security
v5.1,to be release®ctober 24, 201§

Device Space Global / EMEAAPAC: 80.61B minimum

Supported iOS Devices | iPodTouch6;iPad Air and Ai2;iPad mini 23 and 4; iPad PraPhone
5S, 6, 6S, 6 Pluand 6S Plus

Other 3G/AG (LTE) | Wi Internet Connection

Incompatible Software

To identify software that you shubd remove from thedevicebefore installingTrend Micro
Mobile Security please refer to the following Web site:

http://esupport.trendmicro.com/support/consumer/cosumerhome.do?locale=en US

Internet | 3G-4G Connection

Trend Micro Mobile Securityor iOSuses a WFilnternet or 3G4Gconnection for activating
the programonline, checking the expiration date, downloading updates, sending Trend
Micro URL/web querieand logs to the portal, logging into the managementtal, and
browsing knowledgdased pages on the Trend Micro Web site.

3G4G data connections fees are usually charged monthly basis, using a fixed allocation
with an upper limit. If you exceed thiignit, you will be charged additional fees fitie

amount of time connected or for the amount of data download@&ésters ar¢herefore
encouraged to use a WAirouter-basedconnection to the Internet whenever possible.

Recommended Environment

ThisProdwct Guide assumes that you ansingTrend Micro Mobile Securitiyn conjunction
with a PCMac, or tablet so you catog in tothe Trend Micro Mobile Security Pordsily

at http://www.trendmicro.com/LcstDeviceandreviewyour Lost Device Protection settings
and execute certain actions.

Target Market

Trend Micro Mobile Security is targeted to mobile users who wish to secureiftf@nes
and iPadg$rom malicious applications, web threats to them aneithfamily, unwanted calls
and messages, and device lo&&ersions for Android and Kindle are also available.)

Availability
September 132016¢ App StoreiTunes


http://esupport.trendmicro.com/support/consumer/consumerhome.do?locale=en_US
http://www.trendmicro.com/LostDevice
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Contacting Trend Micro

Trend Micro Incorporated

225 E. John Carpenter Freeway, Suite 1500
Irving, Texas 75062 U.S.A.

Phone: +1 (817) 568900

Tollree: (888) 7628763
www.trendmicro.com

Consumer Support Line
(800) 8646027¢ Monday- Friday, 5:00AM 8:00PM Pacific

Email and Chat Support

Paid users of Mbile Security may obtain free email, chat, and community forum support.
For more information, contact eSupport aww.trendmicro.com/support/home

Premium Services

Trend Micro offers Premium Servides a wide variety of technical issues including
installation, virus and spyware removal, PC Fups, and more. For more information, visit
www.trendmicro.com/support/home
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Chapter 2: Getting Started with Trend MicroE
Mobile Security for iOS

This chapter gets you started withNB y R Mdbife $&curityfor iOS Topics discussed
in this chapter include

1 Downloadngand Instaiihg Trend Micro Mobile Security
1 Registering to &ur Trend Micro Account

1 Buying / Activating a License

Note:  Trend Micro Mobile Security i;icludedwith Trend MicroMaximum Securityand
Premium Security To downloadthe software, usersof these editionscansimply
launch the Trend Micr&ecurityConsole! Gt NP G SOBAIOBZI K ANI1538 2 (GKS
Mobile Security download is available in the Console.

Download and Install Trend MicroE Mobile Security
Todownload and installTrend MicroMobile Security:

eco0s T-Mobile & 11:30 AM - #0000 T-Mobile F 1:33 PM -

1. Tapthe App Storeiconon
youriOSdeviceto loadit.
TheApp Storescreen 4

Categories Featured 2 trend micro|

[

trend micro mobile security

appeas US’QI"EN trend micro
trend micro mobile security — privacy & los.
2. Tapthe Searchcon at the Follow the final matches live. and mioro hoorporaed

bottom to load the search ~ NewAeesWelowe rend mioro
field. TheSearctfield

appears and youOS
keyboard pog up.

3. TypeTrendMicro in the
search field and when the
Trend Micro pag@ppears,
scroll down to Trend Micro (N
Mobile Security in the list aon e Dingeen e ™™ WS 0 Z X G V.BNM
andtap the listing. The Xk 4 S 2 © 0 space
Trend Microinstall page
appears, with Trend Micro

Mobile Security at the top.

QWERTYUIl OFP

A SDFGHJKL

Figure 3. App Store Figure 4. Search App Store
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4. Tapthe C|0Ud Down |0ad ecoco T-Mobile & 11:30 AM - ecooo T-Mobile = 1:32 AM -
. . . . trend micro mobile security (<] . trend micro mobile security [x}
icon. Trend Micro Mobile

Trend Micro Incorporated 2

Trend Micro Incorporated

Security downloads and @ Trend Micro Moblle Security (7 @ T il o)
— —

installs

5. When installation is
complete, aip Open A
popup appears, saying
Gaz2oAft SéwWoslddz
Like to Send You
Notifications.

Hosted Mobile Security (FeeT Hosted Mobile Security "GET |
Trend Micro Trend Micro
w y

od  Top Charts Explore Search Updates Featwed  Top Charts Explore Search Updates

Figure 5. Trend Micro Mobile Figure 6. Open
Security
6. TapOKif youwant to allow
them. The first instruction
screen appears.

“Mobile Security” Would Like
to Send You Notifications

Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

Don’t Allow OK

Figure?. Notifications

10
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7. TapNextto read the second o
screen, therDonewhen
& 2 dzZQNB ¥ ALigehsa
Agreementappears. Q
¥

e %

Mobile Security can help protect
your privacy and device. You can
also use it to keep track of your
data usage.

Next

Figure 8 Next

8. Tapthe Trend Micro
License Agreemeritnk to
read it.If you accept the
terms of the agreememntap
Acceq. TheMobile Security

Consoleappears.
9. You may now use your Fret License Agreement
Trial of Trend Micro Mobile O ot

Trend Micro License Agreement t

Security. After 7days, to
maintain full use of Mobile
Secuk 1@ Qa TSI G
need toBuy or Activatea
subscription.

Decline Accept

v1.0

12:18 PM =

SafeSurfing provides a secure
browser that can block malicious
websites.

Done

Figure 9. Done

4Back to App Store 11:33 AM -

P
t‘j MobileSecurity

&

SafeSurfing @
Data Usage

O KB of pelliar data used
Setup a plen o track your celular data usage

@ Features

(3) Backup & Restore I
Sign i feal

ign into your Trend Mict

® Lost Device Protection I

Sign inta your Trend Micre Account to use this featune

SR e Buy / Activate

Figure 10License Agreement Figurell. Mobile Security

Activating a Subscription

Console |SafeSurfing

To activate Mobile Security, please follow the instructions that apply to gpecificoroduct

and purchase process

To activate Mobile Security for iOS as part of your Trend Micro Security bundle:

LT 22dz2Q@S Ff NSIRe AyaildlttSR ¢NBSYyR aiONE
your Trend Micro Account, a subscription for Mobile Security for iOS is includedtaé par
your bundle. Simply download and install Mobile Security for iOS from the App Store. Open

11

al EAYdzy

~

-
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the app and scroll down to the bottom of the page. Baitingsand then tapSet up
account Sign into your Trend Micro Account to activate the app.

To upgrade 6 the Premium version:

LT 282d2Q@S R26yt 2 RSR FYR AyaidlttftSR I ¢NAIf OSNREA:
App Store, purchase a subscription within the app. Open the app and scroll down to the

bottom of the page. Tapuy / Activated , 2 dzQ fCfeate6rSErRIntaly@ur Trend Micro

1 002dzyi® hyOS &2dz R23x &2dzQff NBGdNY G2 G§KS YIFIAy 1
been activated.

To activate using an Activation Code:

LT 82dz200S LIMz2NOKLI &
email for your Activation Code.

LT 22dzQ@S LIJzNOKFaSR ¢NBYR aAONR a20AftS {SOdNARGe 1
Code inside the box.

w»
puli

4 dzo & ONA Lilexc@ffmaioN2 ¥ (G KS ¢ NBYF

To Activate Mobile Security Using Your Activati@ode

. ecooo T-Mobile ¥ 10:45 AM - - T-Mobile = 10:49 AM -
STEP 1 & mobilesecurity.trendmicro.com ¢ @ mobilesecurity.trendmicro.com &
1. To begin _the 'act|vat|qrgo ) Broduct Activation % Broduct Activation
tO the ACtIvatlon WebSIte Complete these steps to activate your Trend Micro Complete these steps to activate your Trend Micro
On your |OS devlce: products. ) products.
http://tmok.tm/activate () 00
TheProduct Activationpage Erter Adtivation Code Sqnin
appearS with your Trend Micro Account
Need an account?
2. Provide yourActivation
Codeand tapNext.
STER2:
3. Signinto or create a Trend .
9 M M < B Mo 3
Micro Account.
Figure 12. Step 1 Figure 13. Step 2: Sign In

12
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Step 2: Option 1 (Create a new

Account)

4,

If you need to create an
account, tapNeed an
Account?

Provide your email address

password, and name.

Choose youtocation
optionally checlReceive
the latest news and offers
from Trend Micrq and tap
Next.

Confirm your registration
and tapOK

NoSIM =
a b i com C

) Product Activation

Complete these steps to activate your Trend Micro

products.

Create Trend Micro Account
Email

Password

Confirm Password

First Name

O

< i} m

Figure 14. Step 2: Option 1

Mo SiM 202 PM @ -
& tmmsportalbeta.trendmicro.com

Confirm Registration

You will be using the following information to
create a Trend Micro account.

Emall address: (—

Name: Mu Trend

Tap OK to continue; or Cancel if you want to
edit the information

Cancel

Figure 16. Confirm
Registration

v1.0

Mo SIM T 2:01PM

@ tmmsportalbeta.trandmicra.com

Create Trend Micro Account

@ -

Email
R
Password
sssesese
Confirm Password
sesssene
First Name
Mu
Last Name
Trend
Phone Number

88881688

Receive the latest news and offers from Trend Micro

Back

Figure 15. Create Trend
Micro Account.

13
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Step 2: Option 2 (Sign into Youl
Account)

8.

If you already have a Trend
Micro Acount, provide the
email address and passwor
for the account and tap
Next.

Step 3:

9.

10.

11.

12.

' FGSN 82dz2Q@S
signed into youirend

Micro Account & 2 dzQ
GKS daz2o0AftS

' OGAQGFGSR {dz
messageThis compdtes
your activation.

If you have not yet installed
the Trend Micro Mobile
Securityapp, scroll down
the page to find the
installation instructions.

' YRSNJ aLF &2
installed the app or signed
in with your Trend Micro

1 O02dzyiz¢ G
DownloadMobile Security
App link. This will bring you
directly to theTrend Micro
Mobile Security page in the
App Store.

InstallMobile Security then
create/sign into your

account, as explained in the

previous section.

aA ONE » =a0Xa D% Broduc GuitaN (i &

NoSIM & 2:00 PM & -

& tmmsportalbeta.trendmicro.com ¢

@ Product Activation

Comp

these steps to activate your Trend Micro
products.

00
Signin

with your Trend Micro Account

Need an account?

7<
Figure 17: Step 2: Option 2

#0005 T-Mobile & 10:51 AM -

& mobilesecurity.trendmicro.com ¢

@ Broduct Activation

Complete these steps to activate your Trend Micro

=

products

The Mabile Security is activated
successfully

If you have NOT yet installed the app
or signed in with your Trend Micro
account:

Step 1:

Step 2:
< 0 M O

Figure 18. Step 3

v1.0
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Chapter 3: Exploring Trend MicroE Mobile Security
for iI0S

This chapter provides an overviewTaend MicroMobile Securityfor iOS Topics discussed
in this chapter include:

1

= =4 =4 =4 =4 A4 -4 A A -

Overview of the Mobile Securitgonsole
SafeSurfing

Checking for Dangerous Websites in Safari
Social Navork Privacy

Data Usage

Backup and Restore Between iOS Devices
Lost Device Protection

Today View for Data Usage and SafeSurfing
Transferring Licenses Between Devices
Settings

Mobile Security on your iPad

15
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Overview of the Mobile Security Console

16

Onceinstalled,an icon forTrend Microt Mobile Securityfor iOSappearson youriOS
mobile deviceThe screens below showRremium (Paid) edition of Mobile Security.

To launch theMobile SecurityConsole:

1. Tap theTrend Micro g el
Mobile Securityicon on Bootseosty
your iOS device to load the
Console. @
2. Tap theSafeSurfing Shield SN e
to launch tre SafeSurfing .
browser to safely surf the () ...
Web.

(@) Data Usage
3. Swipethe Shieldselector Sl apnt
to the left and apthe G Baskit festirs
Social Network Privacy o
Shieldto check your
privacy setting®n
Cr0So6221un |y

&) Lost Device Protection

& Settings

Figure 19 Console |
SafeSurfing

2000 T-Mobile F 3:26 PM

J—
£ MobileSecurity

4. TapFeaturesfor short
demos on Mdile Security
features.

5. TapData Usagé¢o set up
andtrack your data usage
per billing cycle.

6. TapBackup & Restoréo O
backup and restore your @ Data Usage
Contactsfor your iOS i 2o
devices. @ Backup & Restore

Social Network Privacy

7. TapLost Device Protection
to turn on the ability locate @ Lot Bevice Protecion
your lost device or trigge
an alarm. @ sstings

8. TapSettingsto configure Figure 20Console | Social

your Mobile Security Network Privacy
settings.

9. Read the fowing
sections forfeature details.
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Safe Surfing

To ensure Safe Surfing:

1. Tapthe SafeSurfing Shieltb @m; aer
open theSafeSurfing B
browser.The browser
appears. @

2. In thelocationfield, enter i
the URL o& website you
wish to browseand tapGo. Q P
In this example, we use a @ oatasage
website Trend Micro S

considers dangerous B Hasan & tesice
www.hackershomepage.comr :

@ Lost Device Protection
You tast

cated this device on Jun 29, 2016

Settings

Figure 21. SafeSurfing

ecoce T-Mobile & 3:51PM

3. If the site is malicious or
potentially so,SafeSurfing
blocks it to protect you.

website despite the risk, tap
Still want to open this page,

despite the riskAThis isot ®
recommended

ntacts backed up during the last 7 days

< & | @ nttp:/pwww.hackershomepage.com/

Website Blocked by Trend Micro

4. If you still want to visit this Mobile Security
Dangerous Page

5. Close thedangerous page by — Address: hipswwhack
tapping theWebsiteHistory
icon in the lower rightand
corner of theSafeSurfing
browser.Websites recently
searched owisiteddisplay on
the page. risk?

< Tz

Please close this page.

6. Tap the clos&in the upper
right-hand corner of the
webpage(s) diglayed then
tap Done This closes the
webpage(spand returns you
to the defaultSafeSurfing

page.

Trend Micro Mobile Security has confirmed that
this website can transmit malicious software or
has been involved in online scams or fraud.

Still want to open this page, despite the

Figure 3. Website Blocked

v1.0

#0000 T-Mobile T 3:49 PM -

<

+ Naw Private Tab
¥
hoo

ox®©
2% 2 O M

Trend Micro
8ing

Recent Tabs Clear

Google Yab

v= =

Figure 2. SafeSurfing Browser

Website Blocked by Trend Micro
Mol

Dangerous Page

®

Address: http:/iwww.hackershomepag

+ Done

Figure 24. Website History

17
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10.

11.

12.

13.

14.

Browse agin to any website;

e.g.,www.bing.com The
website opens.

If you wish to protect
yourself from websites
collecting information about
you, tap theDo Not Track
icon to the left of the location
field. TheDo Not Track
screen appears, with the
toggleturned off by default.

Tap theDo Not Trackoggle
to On. Oncex (o Bo Not
Trackwill help protect your
privacy when browsing the
web.

To browse websites without
leaving asearch owisit
history, ack in themain
SafeSurfindorowser window
tap theMaskicon to open a
New Private Tab.

Using thePrivate Tah
browse to any website. The
SafeSurfindorowser will not
remember the websites you
visit or your search history.

Use theBackandForward
Arrows to move betveen
websitesstill open in
memory.

Tap theStarto add websites
to Favorites

Tap theUp-Arrow/Sharetool
to share websitesvith your
friends, usingny ofthe
options provided.

aA ONE » =a0Xa D% Broduc GuitaN (i &

v1.0

#0000 T-Mobile & 4:17 PM #0000 T-Mobile & 4:17 PM -

< & & htp:/jwww.bing.com/

@& & http://www.bing.com/

Do Not Track

< =

&
&
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Social Network Privacy

Trend Micro Mobile Security also provideSacial Network Privacghield to scan and edit
82dz2NJ CF 0S06221un YR ¢6AGGESNK LINXR @Gl 08 aSdidAay3aao

To Scan Facebook:

1. Swipethe SafeSurfing
Shieldto the left and tap
the Social Network
PrivacyShieldin the
main Console TheSocial
Network Privacy >5can
Facebookscreen
appears for you to sign
into your Facebook
accountto check your
privacy settings

2. TapSign into Faceboak
A screen appears for yol
to sign in.

Figure 29 Scan Facebook Figure 30Sgn Into Facebook

3. Enter the email address
and passwordor your
Facebookaccount and
tap Log In

4. Mobile Security scans
Facebook for privacy
02y OSNyao =2
done checking, it
presents you with the
analysis.

Figure 31 Facebook Login Figure 32 Cheking Your
Privacy Settings
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